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mod_perl tutorial: Getting Started Fast 1.1 mod_perl in Four Slides

1.1 mod_perlin Four Slides

Eachtutorial will concetrate on different aspects of running a mod_perl server and mod gregram
ming. In case you don't know how to get started with it, or you think itddffacult task, these slides will
take away any worries you might have had when you came ttrisl.

In just four slides you will be able to install acginfigure a mod_perl server. And, of course, to write ne
code and reuse tlexising code under mod_perl.

The four slides (sections) are:
® |nstalation
e Configuration
® The “mod_perl rules” Apache::Registi§cripts

® The “mod_perl rules” Apache Pellodule

1.2 What ismod_perl?

But before we go any further, there is a chance that you don’t know what mod_perl is. So let’s n
little introdudion to mod_perl.

Evenybody knows that Perl scripts running under mod_cgi hawmeousshortomngs There are many
of them, but codeeconpilation and Perintempreterloadingoveheadat each request is the hardest one
overcome

Among various attempts to improve on mod_cgt®rcomngs mod_perl has proved to be one of th
better ones and has been widely adopted by C@dvebpers Accordng to the
[http://perl.apache.org/netcrafdbout 412000 hosts use mod_perl. DddgcEactern fathered the core
code of this Apache module and licensed it undef Alntis tic License” as Perl itself.

mod_perl does away with mod_cgi's forking by reusingdkising child processes. In this new model
the child process doesn't exit anymore when it has processed a request. TiterPexieris loaded only
once, when the process is started. Sincerttegpreteris persisent throughout the processlifetime, all
code is loaded and compiled only once, the first time it is seen. This makebsduentrequests run
much faster becausaenthing is already loaded and compiled. RespomsEesig is now reduced to
running your code. This improves response times by a factor of 10 tald@nihg on the code being
executed.

Doug didn't stop here, he went and extended mod_#griigionality by adding a complete Perl API to
the Apache core. This makespibssble to write a complete Apache module in Perl, a feat that useg
require coding in C. From then on mod_perl enabledptiogranmer to handle all phases of reques
procesBg in Perl.
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The new Perl API also allows complete sergenfiguration in Perl. This has which made the lives o

many serveradmiristrators much easier, as they could now benefit frdgmamcally geneatng the
configuration, freed from hunting for bugs in hugenfiguration files full of similar diredives for virtual
hosts and the like.

To providebackwvardscompatbility for plain CGI scripts that used to be run under mod_cgi, while s

benditing from a preloaded perl and modules, a few special handlers were writtealeaaty a differ-
entlevel of proximity to pure mod_perunctionality. Some take fuladvanageof mod_perl, while others
only a partial one.

mod_perl embeds a copy of the Piaterpreterinto the Apache httpd executabfgovidng complete
access to Pefunctionality within Apache. This enables a set of mod_perl-specdtitfiguration direc
tives all of which start with the string Perl*. Most, but not all, of thdgedives are used to specify
handlers for various phases of the request.

It might occur to you thadticking a large executable (Perl) into another large executable (Apache) m
a very, very large program. mod_perl certainly makes rsigificantly bigger and you will need more
RAM on yourprodudion server to be able to run many mod_perl processes, but in realgifudien is
different Since mod_perl processes requests much faster, the number of the processes needed t
the same request rate is much loneddive to the mod_cgi approactkeneally you need slightly more
memoryavailable and the speeinprovanentsyou will see are well worth every megabyte of memo
you can add.

Now let's get back to thAll-In-Four-Slides..

1.3 Installation

Did you know that it takes about 10 minutes to build and install a mod_perl enabled Apache servg
computer with a pretty averageocesorand a decent amount of system memory? It goes like this:

% cd /usr/src
% lwp-download http://www.apache.org/dist/apache x.x.x.tar.gz |
% lwp-download http://perl.apache.org/dist/mod perl-x.xx.tar.qz |
% tar xzvf apache_x.x.x.tar.gz
% tar xzvf mod_perl-x.xx.tar.gz
% cd mod_perl-x.xx
% perl Makefile.PL APACHE_SRC=../apache_x.x.x/src \
DO_HTTPD=1 USE_APACI=1 EVERYTHING=1
% make && make test && make install
% cd ../apache_x.x.x
% make install

That's all!

® Of course you must replacex.x with the actual version numbers of the mod_perl and Apag
releases that youse.

—h

till

akes

o0 handle

y

¢ on a

he

6 22 Jan 2000


http://perl.apache.org/dist/mod_perl-x.xx.tar.gz
http://www.apache.org/dist/apache_x.x.x.tar.gz

mod_perl tutorial: Getting Started Fast 1.4 Configuration

e The GNUtar utility knows how tounconpressa gzipped tar archive (use th@ption).

All that's left is to add a feveonfiguration lines to ahttpd.conf an Apacheconfiguration file, start the
server and enjoy mod_perl.

1.4 Configuration

Add thefollowing to theconfiguration file httpd.conf

# for Apache::Registry mode
Alias /perl/ /home/httpd/perl/

PerlIModule Apache::Registry
<Location /perl>
SetHandler perl-script
PerlHandler Apache::Registry
Options ExecCGl
allow from all
PerlSendHeader On
</Location>

This configuration causes every URdtartng with /perl to be handled by the Apache mod_perl module.
will use the handler from the Perl modélpache::Registry

1.5 The "mod_perl rules" Apache::Registry Scripts

You can write plain perl/CGlI scripts just as under mod_cgi:

mod_perl_rulesl.pl

print "Content-type: text/plain\r\in\r\n";
print "mod_perl rules\n";

Of course you can write them in the Apache Perl API:

mod_perl_rules2.pl

my $r = shift;
$r->send_http_header('text/plain’);
$r->print("mod_perl rules\n");

Save both files under thaome/httpd/pertiredory, make them executable anehdble by server, and
issue these requests using your favorite browser:

ttp://localhost/perl/mod perl rulesl.p
tp://localhost/perl/mod perl rules2.p

In both cases you will see on tfidlowing response:

22 Jan 2000 7

t


http://localhost/perl/mod_perl_rules2.pl
http://localhost/perl/mod_perl_rules1.pl
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mod_perl rules!

1.6 The "mod_perl rules" Apache Perl Module

To create an Apache Perl module, all you have to do is to wrap the codenartdlar subrouine and
return the status to the server.

ModPerl/Rules.pm

use Apache::Constants;

sub handler{
my $r = shift;
$r->send_http_header('text/plain’);
print "mod_perl rulesh\n";
return OK;

}

Create airedory calledModPerl under one of théiredories in @ING and putRules.pminto it. Then
add thefollowing snippet tchttpd.conf

PerlModule ModPerl::Rules
<Location /mod_perl_rules>
SetHandler perl-script
PerlHandler ModPerl::Rules
</Location>

Now you can issue a request to:

|nttp://localhost/perl/mod perl rules |

and just as with oumod_perl_rules.pscripts you will see:

mod_perl rules!

as the response.

1.7 Is That All | Need To Know About mod_perl?

Definitely not!

These slides are intended to show you that you can install and start using a mod_perl server wi
minutes ofdowrloadng the sources.

There is much more to mod_perl than this, you will need to plan your study around the projects yo
to implement Fortunately, there are many resources and lots of help fraahjlableto you.

At the end of eactitorial you will find a chaptedescriling theavailableresources angointersto them.

thin 30
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mod_perl tutorial: mod_perl Installation 2.1 What we will learn in this chapter

2.1 What we will learn in this chapter
® mod_perlinstalation scenario
® The Gory Details
e mod_perlinstalation with CPAN.pm’sinteradive Shell
e |nstalation Without SupeuserPrivileges

® Miscelaneousssues

2.2 mod_perl Installation scenario

Did you know that it takes about 10 minutes to build and install mod_perl enabled Apache on a |pretty
averagegorocesorand decent amount of system memory? It goes like that:

% cd /ust/src
% Ilwp-download |nttp://www.apache.org/dist/apache x.x.x.tar.gz |
% Iwp-download [http:7Tperl-apache.org/disfmod_perl-xxx.tar.gz________ ]
% tar zvxf apache_x.x.x.tar.gz
% tar zvxf mod_perl-x.xx.tar.gz
% cd mod_perl-X.xx
% perl Makefile.PL APACHE_SRC=../apache_x.x.x/src \
DO_HTTPD=1 USE_APACI=1 EVERYTHING=1
% make && make test && make install
% cd ../apache_x.x.x
% make install

That's all!
® Of course replace.x.xwith the real version numbers of mod_perl &méche.
e GNUtar utility knows tounconpressas well (withz flag).

What's left is to add a fewonfiguration lines to ahttpd.conf , an Apacheonfiguration file, start the
server and enjoy mod_perl.

If you havestunbled upon a problem at any of the above steps, don't despair -- the next section will
explain in details each and every step.

2.3 The Gory Detalils

We saw that the basic mod_parktalation is quite simple and takes about 10 command that can|be
copied and pasted from these pages. Howas@mndimes you need to makdifferent optimizaions by
passing only specifiparaneters (compared toEVERYHING=1), bundling othercompments with
mod_perl and etc. You may want to build mod_perlaashble object, that can be upgraded without
rebuildng the Apache itself.
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2.3.1 Sources Configuration (perl Makefile.PL ...) Stas Bekman

To acconplish this you will want toundestandvarioustecmiquesfor mod_periconfiguration andbuild-
ing. You need to know whatonfiguration paraneters are available and when each of them should b
used.

We can clearlysepaate the instalation process into théollowing stages: SourcgSonfiguration, Build-
ing, Testing andnstalation itself.

2.3.1 SourcesConfiguration (perl Makefile.PL ...)

Before building and installing mod_perl you have ¢onfigure it. You configure mod_perl as any other
Perl module:

% perl Makefile.PL [parameters]

In this section we will go through most of tharaneters mod_perl can accept and explain each one
them.

2.3.1.1 Configuration parameters

perl Makefile .PL accepts variouparangters In this section we will learn what are they and whe
should they be used.

e APACHE_SRC
You will be asked théollowing quesion during theconfiguration stage:
"Configure mod_perl with ../apache_xxx/src ?"

APACHE_SRGhould be used to define the Apache’s sourcedireeory. For example:

APACHE_SRC-=../apache-x.x.x/src

UnlessAPACHE_SRGpedfied, Makdile.PL makes arntelligentguess by looking at thdiredories
at the same level as mod_perl sources and suggdstsaary with the highest version of Apache
found there.

Answeing'y’ confirms eitheMakdile.PL's guess about thecation of the tree, or thdiredory you
havespedfied with APACHE_SRC

D

of

If you useDO_HTTPD=1or NO_HTTPD- the first apache source tree found or the one you have

defined will be used for the rest of the build process.
e DO_HTTPD, NO_HTTPD, PREP_HTTPD

Unless any oDO_HTTPDNO_HTTPDor PREP_HTTPDused you will be prompted by tiellow-
ing quegion:
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mod_perl tutorial: mod_perl Installation 2.3.1 Sources Configuration (perl Makefile.PL ...)

"Shall | build httpd in ../apache-x.x.x/src for you?"
Answeing’y’ will make sure an httpd binary will be built idapache-x.x.x/srevhen runningnake.

To avoid this prompt when the answel'issuse:

DO_HTTPD=1

Note that if you seDO_HTTPD=1but not usedAPACHE_SRC-=../apache-x.x.x/src -- the
first apache source tree found will be useddofigure and build against.

PREP_HTTPD=Just means defaulth’ to the second prompt -- meanirdg not build httpd (make)
in the apache sourceee But it still will ask you about Apache’s sourleaion even if you have
used theAPACHE_SR@araneter. Providng the APACHE_SR®arangter will just saveperl
Makefile .PL a need to make a guess.

To avoid the two prompts and avdidilding httpd, use:

NO_HTTPD=1

If you choose not to build the binary, you will have to do thahwally. We will talk about it later. In
any case, you need to rurake install in the mod_perl source tree, so the perl side of mod_perl
will be installed. Certainlymnake test wouldn’t work until before you get the server built.

® Callback Hooks

By default, all callback hooks except forPerl Handler are turned off. You may edit
src/modules/perl/Makge, or enable when runningerl  Makefile .PL.

Possble paranetersare:

PERL_POST_READ_REQUEST
PERL_TRANS
PERL_INIT

PERL_HEADER_PARSER
PERL_AUTHEN
PERL_AUTHZ
PERL_ACCESS
PERL_TYPE
PERL_FIXUP
PERL_LOG
PERL_CLEANUP
PERL_CHILD_INIT
PERL_CHILD_EXIT
PERL_DISPATCH

PERL_STACKED_HANDLERS
PERL_METHOD_HANDLERS
PERL_SECTIONS

PERL_SSI
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2.3.1 Sources Configuration (perl Makefile.PL ...) Stas Bekman

As with any paraneters that are either defined or not, ugeo=1 to enable them (e.g.
PERL_AUTHEN=L

To enable altallbackhooks use:

ALL_HOOKS=1
e EVERYTHING

To enable alpossble hooks, set:

EVERYTHING=1
® APACHE_PREFIX

If you want to use a non-default Apadhstalation prefix, useAPACHE_PREFDparaneter, e.g.:

% perl Makefile.PL APACHE_PREFIX=/usr/local/ [...]
e APACI_ARGS

When you use <USE_APACI=1parangter, you can tell theperl Makefile .PL to pass any
argumentsyou want to the Apache:&onfig  ure utility, e.qg:

% perl Makefile.PL USE_APACI=1\

APACI_ARGS=--sbindir=/ust/local/sbin/httpd_perl, \
--sysconfdir=/usr/local/etc/httpd_perl, \
--localstatedir=/usr/local/var/httpd_perl, \
--runtimedir=/usr/local/var/httpd_perl/run, \
--logfiledir=/usr/local/var/httpd_perl/logs, \
--proxycachedir=/ustr/local/var/httpd_perl/proxy

Notice thatall APACI_ARGS(above) must be passed as one long line if you work t®ish !
However it works correctly the way it shown above wWiih)?sh  (by breakng the long lines with
"\'"). If you work with t?csh it does not work, sinc&?csh passeAPACI_ARGSargunentsto
Jconfig  ure by keeping the new lines untouched, swipping theoriginal '\ ’, which makes the
all theargumentsbut the first one, ignored by tlsenfiguration process.

2.3.1.2 ReusingConfiguration Parameters

It's quite hard taemenber whatparaneterswere used in mod_perl build, when you have to upgrade
server. So it's better to save them into a file. For example if you create a file
~/.mod_perl_build_optionsvith contents:

APACHE_SRC-=../apache_x.x.x/src DO_HTTPD=1 USE_APACI=1\
EVERYTHING=1

You can build the server with tliellowing command:

the
at
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mod_perl tutorial: mod_perl Installation 2.3.2 mod_perl Building (make)

% perl Makefile.PL ‘cat ~/.mod_perl_build_options*
% make && make test && make install

But wait, mod_perl has astardard method to perform the above trick. If a file nam
makepl_args.mod_peit found in the samdiredory as the mod_perl builtbcaion with any of these
options, it will be read in bivlakdile.PL.

% Is -1 /usr/src

apache_x.x.x/

makepl_args.mod_perl

mod_perl-x.xx/

% cat makepl_args.mod_perl

APACHE_SRC-=../apache_x.x.x/src DO_HTTPD=1 USE_APACI=1\

EVERYTHING=1

% cd mod_perl-x.xx

% perl Makefile.PL
% make && make test && make install

Now theparangtersfrom makepl_args.mod_pefile will be used, as if they were directly typed in.

There is a samplmakepl_args.mod_peih theeg/diredory of mod_perldistribution package, in which
you might find a few options to enaldgpermertal features to play with too!

But if you have found/ourself with a compiled mod_perl and no traces of shedfied paranetersleft,
usually you can still find them out, if the sources weremake clean 'd. You will find the Apache
specificparangtersin apache_x.x.x/config.status and mod_perl's atin
mod_perl_x.xx/apaci/mod_perl.config

2.3.2 mod_perlBuilding (make)

After configuration compldion you build the server, by calling:

% make

which compiles the source files and creates an httpd binary or/asgaate library for each module,
which can be loaded at run time or inserted into the httpd bswmngime later when thenake will be
called from Apache sourairedory.

Note: it'simportantthat you don’t put the mod_perl source tree, inside the Apache’s ssulmigdory
-- since Apache::src seems to not work then!

2.3.3 Built Server Testing (makest)

After building the server, it's a good idea to throughly test it, by calling:

% make test

11
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2.3.4 Installation (make install) Stas Bekman

Fortunatelymod_perl comes with a bunch of tests, which attempt to try to use all the features you
for at theconfiguration stage. If any of the test fails, theake test stage would fail.

Runningmake test will start a freshly built httpd on port 8529 running under the uid and gid of
perl Makefile .PL process, the httpd will derminatedwhen the tests are finished.

Each file in the testing suitgeneally includes more than one test, but when you do the testing,

asked

the

the

program will solely report how many were passed and the total number of tests defined in the test file.

However if not all the tests in the file fail you want to know which ones did. To gaimtbisaion, you
should run the tests in a verbose mode. You can enable this mode byESIhgVERBOSparaneter.

% make test TEST_VERBOSE=1

To change the default port the testing happens on (8529 as of this writing), do:

% perl Makefile.PL PORT=xxxx

To simply start the newly built httpd run:

% make start_httpd

To shutdownthis httpd run:

% make kill_httpd

NOTE to Ben-SSL users: httpsd does not seem to hamelénull as thelocation of certain files, you'll
have to change these by hand. Tests are runS&tis able diredive.

2.3.3.1 Manual Testing

Tests are invoked by running th@EST script located at/t diredory. Use -v option for verbose tests
You might run arindividual test like this:

% t/TEST -v modules/file.t

or all tests in a testub-diretory:

% t/TEST modules

TEST script worries to start the server before the test is getting executed. If for some reason it fai
make start_httpd to start itexplicitly .

2.3.4 Installation (makeinstall)

After testing the server, the last step left is to install it. First install all the perl side files:

% make install

S, use
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mod_perl tutorial: mod_perl Installation 2.4 mod_perl Installation with CPAN.pm’s Interactive Shell

The go to the Apache source tree and complete the Apachinéilakation (config files, httpd and other
utilities):

% cd ../apache_x.x.x
% make install

Now theinstalation should beconsiceredcompleted. You magonfigure your server now and start using
it.

2.4 mod_perl Installation with CPAN.pm’s Inter active Shell

To install mod_perl and all the requirpdclagesis much easier with help @PAN.pmmodule, which
provides you among other features a sim#ifaceto a CPANrepostory (CPAN =Compréersive Perl
Archive Network, which is aepostory of thousandsPerl modules, scripts andbcumertation. See

http://cpan.orgor more info)

First thing first is todowrload an Apache source code, unpack it intir@dory the name of which you
will need very soon.

Now execute:

% perl -MCPAN -eshell

If it's a first time that you use it, it will ask you about @@esionsto configurethe module. It's quite easy
to acconplish this task, wheffollowing the very helpful hints coming along with theesions When you
done, you will see apan prompt:

cpan>

CPAN will dowrload mod_perl for you, unpack it, will chegitereaisites detect the missing third party
modules if anydowrload and install them. All you need to install mod_perl is to type at the prompt:

cpan> install mod_perl
You will see (I'll usex.xx instead of real version numbers, since these change very frequently):
Running make for DOUGM/mod_perl-x.xx.tar.gz

Fetching with LWP:
|nhttp://www.perl.com/CPAN-local/authors/id/DOUGM/mod perl-x.xx.tar.qz |

CPAN.pm: Going to build DOUGM/mod_perl-x.xx.tar.gz

Enter ‘q’ to stop search
Please tell me where | can find your apache src
[../apache-x.x.x/src]

It will search for a latest apache sources and suggdist@ory. Here you need to type in tliiredory
you have unpacked the apache in unless it CPAN detected and suggested thieedghy... The next
quesion is about thesrc diredory which resides at the root level of the unpacked Apddtebution. In
most cases CPAN would “guess” the corrdoedory.
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Please tell me where | can find your apache src
[../apache-x.x.x/src]

Answer yes to all théollowing quegions, unless you have a reason not to do that.

Configure mod_perl with /usr/src/apache_x.x.x/src ? [y]
Shall | build httpd in /usr/src/apache_x.x.x/src for you? [y]

Now it will build the apache with enabled mod_perl. The only thing left to do is to go to apache so
rootdiredory (when you quiCPANshell or use using anotherminal) and run:

% make install

which will complete thenstalation by installing Apache headers and the binary agfimr@riatedirec
tories

The only caveat of described process is that you don't have a control cwefiguration processActu-
ally, it's an easy to solve problem -- you can tell <CPAN.pm> to péisgever paranetersyou want to
perl Makefile .PL. You do this witho conf makepl_arg command:

cpan> o conf makepl_arg 'DO_HTTPD=1 USE_APACI=1 EVERYTHING=1’

You just enlist all thgaraneterslike you were to pass tofamiliar perl  Makefile .PL . If you add
APACHE_SRC-=/usr/src/apache_x.x.x/src and DO_HTTPD=1paraneters you will be not
asked a singlgquegion. Of course use a correct path to the apache sdistribdution.

Now proceed withnstall mod_perl , like before. When thinstalation is completedremenber to
unset thanakepl_arg variable by execuing:

cpan> o conf makepl_arg ”

In case you have thmakepl_arg previously (before you altered it for a mod_pémnktalation) set to
some value, you wilprobebly want to save isomavhere and restore when you done with mod_pe
instalation. To read theriginal value, use:

cpan> o conf makepl_arg

You can install all the modules you might want to use with mod_perl. You install them all by typi
singe command:

cpan> install Bundle::Apache

Itll install mod_perl if isn't yet installed and many oth@aclkages like: ExtU tils ::Embed ,
MIME::Base64 , URI::URL , Digest:MD5 , Net:FTP , LWR HTML:Tree Builder , CGlI,
Devel::Symdump , Apache::DB , Tie::lxHash , Data::Dumper and etc.

A helpful hint: If you have a system with all the perl modules you use and you wamlitatethem all
at some other place, and if you cannot just copy the whsldib/perl5 diredory because of a
possble binaryinconmpaibility of the other system, making your own bundle comes as a lsahdipn.
To acconplish that the commanduto bundle can be used on the CPAN shell command line. Tk
command writes a bundigefinition file for all modules that are installed for the currently running pé

urces

-

2
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brl
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mod_perl tutorial: mod_perl Installation 2.5 Installation Without Superuser Privileges

interpreter

With a clever bundle file you can then simply say

cpan> install Bundle::my_bundle

then answer a feguesionsand then go out for a coffee.

2.5 Installation Without Supeuser Privileges

As you have already learned, mod_perl enabled Apache consists of twaeamgments perl modules
and Apache itself. Let's tackle each task at a time.

I'll show a completeinstalation example using atasas ausename and assume thdihome/stads a
homediredory of that user.

2.5.1 Installing Perl Modules into airectory of Choice

Since without asupeuserpermisionsyou aren’t allowed to install modules into a systdiredories like
{usr/lib/perl5, you need to find out how to install the modules under your Hairegory. The task is a
very one.

First you have to decide where the modules to be installed. The simplest approaimitate arelevant
to perl portion of thé file system, under your honaredory. Actually we need only twdiredories

/home/stas/bin
/home/stas/lib

But we don’t have to create them, since it'll be dangmaically when the first module will be installed.
99% of the files will go into thdib diredory, occaionally when some module comes with perl script
these will go into din diredory, and thediredory itself will be created if it wasn’t there before.

Let's install aCGl.pm package, which amon@Gl.pm includes a few othe€Gl::* modules. As
usually,dowrioadthe package from CPAMpostory, unpack it anahdir to the creatediredory.

Now we do astardardperl Makefile .PL to prepare aMakdile, but this time we tell thdlake-
Maker to use non-default perstalation diredories

% perl Makefile.PL PREFIX=/home/stas

PREFIX=/home/stas is the onlydifferent part of thestardard perl modulesnstalation process. Note
that if you don't like howMakeMaker choose to select the rest of tiieedories or if you are using an
older version of it, which requires an explidéclaation of all targetdiredoriesyou should do:

D
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% perl Makefile.PL PREFIX=/home/stas \
INSTALLPRIVLIB=/home/stas/lib/perl5 \
INSTALLSCRIPT=/home/stas/bin \
INSTALLSITELIB=/home/stas/lib/perl5/site_perl \
INSTALLBIN=/home/stas/bin \
INSTALLMAN1DIR=/home/stas/lib/perl5/man \
INSTALLMAN3DIR=/home/stas/lib/perl5/man3

The rest is as usual:

% make
% make test
% make install

We see thamake install installs all the files in my privateepostory. Note that all the missindjrec
tories are createdutanaically, so there is no need to create them in first place. Here is what it does
is a slightlytruncatedoutput):

Installing /home/stas/lib/perl5/CGIl/Cookie.pm

Installing /home/stas/lib/perl5/CGl.pm

Installing /home/stas/lib/perl5/man3/CGI.3

Installing /home/stas/lib/perl5/man3/CGl::Cookie.3

Writing /home/stas/lib/perl5/auto/CGl/.packlist

Appending installation info to /home/stas/lib/perl5/perllocal.pod

If you have to use the explicit targesdrangters instead of a singlEREFIX parangter, you will find it
useful to create a file called for exampleperl_dirs (where~ is /home/stas  in our example) and to
popuateit with:

PREFIX=/home/stas \
INSTALLPRIVLIB=/home/stas/lib/perl5 \
INSTALLSCRIPT=/home/stas/bin \
INSTALLSITELIB=/home/stas/lib/perl5/site_perl \
INSTALLBIN=/home/stas/bin \
INSTALLMAN1DIR=/home/stas/lib/perl5/man \
INSTALLMAN3DIR=/home/stas/lib/perl5/man3

From now on any time you want to install perl modules locally you simply execute:
% perl Makefile.PL ‘cat ~/.perl_dirs’
% make

% make test
% make install

Using the last tip, you can easityaintain several Perl moduleepostories, for example one foprodue
tion perl and another fatevebpment When the onlyifferenceis either you call:

% perl Makefile.PL ‘cat ~/.perl_dirs.production’

or
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% perl Makefile.PL ‘cat ~/.perl_dirs.develop*

2.5.2 Making Your Scripts Find the Locally Installedlodules

Perl modules argeneally being dispatched into a five mailiredories You find out thesaliredories
execute:

% perl -V

and in thegeneatedoutput, among othemportantinformation about your perinstalation you will see at
the end:

Characteristics of this binary (from libperl):

Built under linux

Compiled at Apr 6 1999 23:34:07

@INC:
{usr/lib/perl5/5.00503/i386-linux
{usr/lib/perl5/5.00503
lusr/lib/perl5/site_perl/5.005/i386-linux
lusr/lib/perl5/site_perl/5.005

It shows us the content of ti@INCperl specialvariable which is being used by perl to look for its

modules, as aaquivalentto aPATHenvironmentvariablein Unix shells which is being used to find the

binariesto be executed.

Of course this is théinformaion of the 5.00503version of perl installed on my x8&rchtedure PC
running Linux. That's why you sei@86-linux and 5.00503 If your system runs different opeating
systemprocesoror chipsetirchitedureand version of perfjirecorieswould have alifferentnames.

| also have a perl-5.00561 installed untiesr/local/lib/ so when | do:

% /usr/local/bin/perl5.00561 -V

| see:

@INC:
{usr/local/lib/perl5/5.00561/i586-linux
lusr/local/lib/perl5/5.00561
lusr/local/lib/site_perl/5.00561/i586-linux
lusr/localllib/site_perl

Notice, that it's stilllinux but a newer perl version uses a version of my Perpiratesor (thus thel586
and noti386 as it was before), which makes a use of compmifgimizaion for a Pentiumprocesors
when the binary pedxtersionsare being created.

i386-linux like diredories are the ones, where all thlatform specific files are supposed to go, suc
as compiled C files glued to Perl wiXs or SWIG
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2.5.2 Making Your Scripts Find the Locally Installed Modules Stas Bekman

The abovdiscusionisimportantto us, because since we have installed the perl modulesnoto stan

darddiredories somehow we have to make Perl know where to look for thedioetories There are
two ways toacconplish this task. You should either set tRERL5LIB environmentvariable or modify

the @INCvariablein yours scripts.

Assuning that we use perl-5.00503, in our exampledinedories are:

/home/sbekman/lib/perl5/5.00503/i386-linux
/home/sbekman/lib/perl5/5.00503
/home/sbekmanl/lib/perl5/site_perl/5.005/i386-linux
/home/sbekmanl/lib/perl5/site_perl/5.005

As I've mentioned it before, you find out the exdatdories by execuing perl -V andreplaéng the
global’s perlinstalation’s basedireaory with your homediredory.

Modifying @INCis quite easy. The best approach is tolisse module, by adding thisllowing snippet
at the top of all your scripts that require the locally installed modules.

use lib gw(/home/stas/lib/perl5/5.00503/
Ihome/stas/lib/perl5/site_perl/5.005);

Another way is texplictly write the code to alte@INC

BEGIN {
unshift @INC,
gw(/home/stas/lib/perl5/5.00503
/home/stas/lib/perl5/5.00503/i386-linux
/home/stas/lib/perl5/site_perl/5.005
/home/stas/lib/perl5/site_perl/5.005/i386-linux);
}

Notice, that withlib module, we don’t have to enlist therrespondng archiedure specificdiredories,
since it adds themautamaically if they are exist (well, to be exact, wh&dir/$arch  name/auto
diredory exists).

Also, notice that both approaches prependdinedories to be searched t@ING which allows you to
install a more recent module into your locapostory and perl will use it instead of the older ong
installed in the main systerapostory.

Both approaches, modify the value@iNCat thecompiation time, lib module uses thBEGIN block
as well, buintemally.

Now, let's assume thfollowing scenario. | have installddWPpackage in my localepostory. Now |
want to install another module (e.g. mod_perl) and itlth&®listed in itsprereqisiteslist. | know that
I've LWPinstalled, but when | ruperl Makefile .PL for the module I'm about to install, I'm being
told that | don’t havé WPinstalled.

If we think for a moment, there is no way for Perl to know that we have some locally installed mog
All it does, issearcling the diredories listed in @INCand since the latter contains only the default fiy
diredories no wander it cannot find locally installédVPpackage. There is no script we could add th
@INCmodificaion code, but there is BERL5LIB variable that I've mentioned before, that solves thi

1%
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problem. If you are usingt&csh for interadive work, do:

setenv PERL5LIB /home/stas/lib/perl5/5.00503:
/home/stas/lib/perl5/site_perl/5.005

It should be a single line wittiredories sepaatedby colons(: ) and no spaces. If you arédash user,
do:

export PERL5LIB=/home/stas/lib/perl5/5.00503:
/home/stas/lib/perl5/site_perl/5.005

Again make it a single linéActually bash allows to have a multi-line settings with helpadlslash(\ ).
So you can set it this way:

export PERL5LIB=/home/stas/lib/perl5/5.00503:\
/home/stasl/lib/perl5/site_perl/5.005

As with use lib , perlautamaically prepends tharchiedure specific diredories to @INCif those
exist.

When you have done with this setting, verify the value of the neanifigured @INGC by execuing perl
-V as before. Now you should see thedified value of @INC

% perl -V

Characteristics of this binary (from libperl):

Built under linux

Compiled at Apr 6 1999 23:34:07

%ENV:
PERLS5LIB="/home/stas/lib/perl5/5.00503:/home/stas/lib/perl5/site_perl/5.005"

@INC:
/home/stas/lib/perl5/5.00503/i386-linux
/home/stas/lib/perl5/5.00503
/home/stas/lib/perl5/site_perl/5.005/i386-linux
/home/stas/lib/perl5/site_perl/5.005
{usr/lib/perl5/5.00503/i386-linux
{usr/lib/perl5/5.00503
lusr/lib/perl5/site_perl/5.005/i386-linux
lusr/lib/perl5/site_perl/5.005

The momengeverything works as you want it to, add this setting intécahrcor .bashrcfile, accordng to

theinteradive shell you use, so the next time you open a new shell, this setting would be already in

Note that if you have RERL5LIB setting, you don't need to alter t@INCvalue in your scripts, only if
you areexecuing them from thenteradive shell or in any other way that sets fBERL5LIB variable

For example, if someone else tries to execute your scripts but doesn’t have this setting in the s

attempts to execute the script from, Perl will fail to find your locally installed modules.

So the best approach is to have both:RERL5LIB environmentvariable and the explicit@ INCexten
sioncode at théegiming of the scripts as described before.
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2.5.3 Making a Local Apache Installation Stas Bekman

2.5.3 Making a Local Apachdnstallation

Just like with perl modules, when you don’t hgermisionsto install files into a system area, you hav
to install them locally under your hond@edory. It's almost the same as a planstalation, but you will
have to run the servdistering to port number > 1024, since these are the ports only root processe
listen to.

Anotherimportantissue you would have to solve is how to ad@atamatic startup andhutlown scripts
to thediredories use by the rest of the system services. You will have to ask your sydieimstrator to
assist you with this issue.

Now to install Apache locally, all you have to do is to teltanfig ure script in the Apache source
diredory what targetiredoriesto be used. Ifollowing a converiion that | use, which makes your home
diredory looking like the/ (basediredory, theinvocaion paraneterswould be:

Jconfigure --prefix=/home/stas

Apache will use the prefix for the rest of its targdiredories instead of the default
lusr/local/apache . If you want to see what are they, before you proceed, addsthew-layout
option:

Jconfigure --prefix=/home/stas --show-layout

You might want to put all the Apache files undeome/stas/apache following the Apache’s
defaultsconverion. Toacconplish that do:

Jconfigure --prefix=/home/stas/apache

If you want to modify some or all of treutanaically created names dfirecories when you omit their
explicit paraneters just set them to the desired values, e.qg:

Jconfigure --prefix=/home/stas/apache \
--shindir=/home/stas/apache/sbin
--sysconfdir=/home/stas/apache/etc
--localstatedir=/home/stas/apache/var \
--runtimedir=/home/stas/apache/var/run \
--logfiledir=/home/stas/apache/var/logs \
--proxycachedir=/home/stas/apache/var/proxy

That's all!

Also remeniberthat you can start the script only under a user and group you belong to. &girtpeiate
User andGroup diredivesin thehttpd.conf to correct values.

2.5.4 Actual Local mod_perl Enabled Apachiastallation

Now when we have learned how to install perl modules and Apache locally, let's see how we u
acquiredknowledgeto install mod_perl enabled Apache in our hadiredory. It's almost as simple as
doing each one &epaate but a single nuance you should know about and I'll mention it at the en
this section.

[¢)
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So if you have unpacked Apache and mod_perl sources undeothe/stas/src diredory and they
look like:

% Is /home/stas/src
/home/stas/src/apache_x.x.x
/home/stas/src/mod_perl-x.xx

wherex.xxare the version numbers as usual and you want the perl modules from the mod_perl pac
be installed undethome/stas/lib/perl5 and Apache files unddhome/stas/apache , the
following commands will do that for you.

% perl Makefile.PL \
PREFIX=/home/stas \
APACHE_PREFIX=/home/stas/apache \
APACHE_SRC-=../apache_x.x.x/src \
DO_HTTPD=1\

USE_APACI=1\

EVERYTHING=1

% make && make test && make install
% cd ../apache_x.x.x

% make install

If you needsomehing to be passed t@onfig ure script as we have seen in theevious section use
the APACI_ARGSparaneter, e.g:

APACI_ARGS=--shindir=/home/stas/apache/shin, \
--sysconfdir=/home/stas/apache/etc, \
--localstatedir=/home/stas/apache/var, \
--runtimedir=/home/stas/apache/var/run, \
--logfiledir=/home/stas/apache/var/logs, \
--proxycachedir=/home/stas/apache/var/proxy

Note that the abovemultiline splitting will work only with bash shell,tcsh users have to list all the
paranetersin a single line.

Bastally theinstalation is complete. The only nuance igg&dNCvariable that wouldn't be correctly set if
you rely on thePERLS5LIB environmentvariable unless you set gxplidgtly in the startup file, which is
get required before any other module that resides in your tepalitory is being loaded. But a much
nicer approach is to use the pragma as we saw before, but in a littilBerentway - we use it in the
startup file and it affects all the code that will be executed under mod_perl handlers. e.g:

PerlRequire /home/stas/apache/perl/startup.pl

wherestartup.pl starts with:

use lib gw(/home/stas/lib/perl5/5.00503/
/home/stas/lib/perl5/site_perl/5.005);

Note that you can still use the hard-cod@@tNCmodificaions in the scriptghenselves but you should
know that@INCwould be reset to itsriginal value after the scripts would be compiled for the first tim
and all the hard-coded settings@tNCwould be forgot.
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2.6 Miscellaneous issues Stas Bekman

That's because scripts modi@®INCin BEGIN blocks and mod_perl executes BBEGIN blocks only
when it does scriptompiation, that’'s why when you execute the script for a second t@idlCwould be
reset to itoriginal value.

The only place you can alter tHisriginal’ value is during the serveronfiguration stage either in the
startup file or by setting:

PerlSetEnv Perl5LIB /home/stas/lib/perl5/5.00503/:/home/stas/lib/perl5/site_perl/5.005
in thehttpd.conf

Now the rest of the mod_petbnfiguration and using isabsdutely the same as if you were installing
mod_perl as a super user.

One moramportantthing to keep in mind is a system resourcassuning. mod_perl is memory hungry
-- if you run a lot of mod_perl processes on a public, multiuserdgaitated machine -- most likely the

systemadmiristrator of this machine will ask you to use less resources and even to shut down|your

mod_perl server and to find another home for it. You have aédions
® Reduce resources usage using the modpeshe::Size Limit , Apache::GTopLimit

® Ask your ISP whether they can setupledicatedmachine for you in their computer room, so yol
will be able to install as much memory as you need and have the #8kiaster the system. But if

you get adedcatedmachine chances are that you will want to have a root access if you are able to

manage thedmiristering your self, keeping on the list of ISP'esposibilities only thefollowing
items: keeping a constaaledricity supply, making sure that the network link is up, anatecing

the machine fronpossble phydcal break-ins (when someone breaks into a computer room either to

steal thanformation from your machine, or to damageptiyscally). Another good idea is to let the
ISP to installkecuity patches if you have a trust in them or jusgpableof doing that.

e ook for another ISP with lots of resources or one that supports mod_perl. You can find a ljst of

these ISP dhttp://perl.apache.org

2.6 Miscellaneousissues

2.6.1 Should| rebuild mod_perl if | have upgraded myerl?

Yes, you should. You have to rebuild mod_perl enabled server since it has a hardgadbidaathich
points to the old perl and it is isobably linked to the an oldlbperl library. You can try to modify the

@INCin the startup script (if you keep the old perl version around), but it is better to build a fresh gne to

save you a mess.
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2.6.2 Should| Build mod_perl with gcc orcc?

Since mod_perl includes C code, to make it binemynpatble with Perl, on most systems the sam
compiler should be used as the one Perl was built with. So if your Perl was bugtwitit will pick the
same compiler when you guerl Makefile .PL ... . To find out which compiler it was built with,
runperl -V at the command prompt.

Someimes Perl’s configuration will choose one compiler, e.gc, but Apache’sconfiguration chooses a
differentone, e.ggcc If you run into this problem, consult Perl’'s and Apach®STALLdocumentson
how to ensure both are built with the same compiler.

;0)
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mod_perl tutorial: mod_perl Configuration 3.1 What we will learn in this chapter

3.1 What we will learn in this chapter
® ApacheConfiguration

® mod_periConfiguration

e Start-up File

® <Perl>...</Perl>Sections

® Miscelaneousssues

3.2 Server Configuration

The next step aftdsuilding and installing your new mod_perl enabled Apache server,dsrfigure the
server. Theonfiguration process consists of two parts: Apache and mod_perl speicditives configu-
ration.

Prior to version 1.3.4, the default Apache install used ttwaéguration files -- httpd.conf srm.conf and
access.confThe 1.3.4 version begalistribuing the configuration diredivesin a single file --httpd.conf
Thetutorial uses théttpd.confin its exanples

So as you have alreadyndestood the only file that you should edit igtpd.confthat by default is put
into a confdiredory under thedocumentroot. Thedocunentroot is thediredory that you choose for
Apacheinstalation or the default one, which Iasr/local/apachebn many UNIXplattorms

3.3 ApacheConfiguration

To minimize the number of things that can go wrong, it can be a good idemfigure the Apache itself
first (like there is no mod_perl at all) and make sure that it works.

Apachedistibution comes with arextersive configuration manual and iraddtion each section of the
configuration file includes helpful commentsxplairing how everydiredive should beconfigured and
what are the defaults values.

3.3.1 Configuration Directives

If you didn't move Apachdiredories around, thenstalation program already hanfiguredeventhing
for you. Just start the server and test it working. To start the server uapaitteectl  utility which
comes bundled with Apachistribution and resides in the sardgedory with httpd  (the Apache server
itself). Go to thigdiredory and execute:

lusr/local/apache/bin/apachectl start
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Now you can test the server, by trying to access it ftip//locahosj.

For a basic setup there are just a few thingsotfigure If you have movedliredories you have to
update them imttpd.conf There are many of them, listing just a few of them:

ServerRoot "/usr/local/apache”
DocumentRoot "/home/httpd/docs”

You should set a name of your machine as it's known texbtenal world if it's not a testing machine
andrefering to it aslocal host isn't good enough for you.

ServerName www.example.com
If you want to run it on differentfrom port 80, edit th®ort diredive.

Port 8080

You might want to change the user and group names the server will run under. Note that if stadied jas
user (which iggeneally the case), the parent process will continue to ruoats but childrenwill run as
the user and group you hasgedfied. For example:

User nobody
Group nobody

There are othatiredivesthat you might need ttinfigure as well, as mentioned earlier you will find them
all in httpd.conf

After single valueddiredives come theDirec tory andLocation sections ofconfiguration. That's
the place where for eadtiredory andlocaion you supply its unique behaviour, that applies to every
request that happens to fall into its domain.

3.4 mod_perl Configuration

When you have tested that the Apache server works on your machine, it's a time to step forward and
configure the mod_perl side. Part of tlwnfiguration diredives are alreadyfamiliar to you, however
mod_perlintroducesa few new ones.

It can be a good idea to keep all the mod_perl stuff at the end of the file, after the native copdighe
rations

3.4.1 Alias Configurations
First, you need to specify thecaionson a file-system for the scripts to be found.

Add thefollowing configuration diredives
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# for plain cgi-bin:
ScriptAlias /cgi-bin/ /usr/local/myproject/cgi/

# for Apache::Registry mode
Alias /perl/ /usr/local/myproject/cgi/

# Apache::PerlRun mode
Alias /cgi-perl/ /usr/local/myproject/cgi/

Alias provides a mapping of URL to file system object unehed_perl . Scrip tAl ias is being
used formod_cgi .

Alias defines the start of the URL path to the script yourefeendng. For example, using the abovd
configuration, fetching http://www.nowhere.com/perl/test.plill cause the server to look for the filg
test.pl at /usr/local/myprgect/cgi, and execute it as aApache::Registry script if we define
Apache::Registry to be the handler dperl location (see below).

The URL http://www.nowhere.com/perl/test.plill be mapped tdusr/local/myprgect/cgi/test.pl This
means that you can have all your CGls located at the same place in the file-system, and call the 3
any of three modes simply lzppangng thediredory namecompamentof the URL(cgi-bin|perl|cgi-per) -
is not this neat? (That is tlo®nfiguration you see above - all three Aliases point to the sdimestory
within your file system, but of course they candiféerend).

If your script does not seem to be working while running under mod_perl, you can easily call the sc
straight mod_cgi mode without making any script changes (in most cases), but ratheniyyg the
URL you invoke it by.

Scrip tAl ias isactually:

Alias /foo/ /path/to/foo/
SetHandler cgi-handler

where SetHandler  cgi-handler invokes mod_cgi. The latter will bevemvritten if you enable
Apache::Registry . In other wordsScrip tAl ias does not work for mod_perl, it only appears t
work when theaddtional configuration is in there. If theApache::Registry configuration came

before theScrip tAl ias , scripts would be run under mod_cgi. While han8grip tAl ias is a
known kludge--it's always better to uAias andSetHandler

Of course you can choose any other alias (will be used latemiirguration). All three modes or part of
them can be used. But you shoudinenber that it isundesirableto run scripts in plain mod_cgi from a|
mod_perl-enabled server--the price is too high, it is better to run these on plain Apache server.

3.4.2 <Location> Configuration

As we know<Loca tion > section assigns a number of rules the server should follow when the reqy

URI matches thé.ocaion domain. It's widely accepted to u#gerl as a base URI of the perl scripts$

running under mod_perl, likegi-bin for mod_cgi. Let’'s explain thiollowing very widely usedLoca -
tion > section:

script in

ript in
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<Location /perl>
SetHandler perl-script
Perl[Handler Apache::Registry
Options ExecCGl
allow from all
PerlSendHeader On
</Location>

This configuration causes all requests’ URtaring with /perl to be handled by mod_perl Apache modul
with handler from theApache::Registry Perl module. Let's go through tldiredives inside the
<Location > section in the example:

<Location /perl>

Remenber the Alias from the above section? We use the saéies here, if you usdéocation that
does not have the samdias , the server will fail to locate the script in the file system. You needed
Alias setting only if the code that should be executed is located in the fildlig®0o just provides the
URI to filepathtrandation rule.

Somdimes there is no script to be executed. Instead there is some module that its method is
executed, similar téperl-status where the code is stored in Apache module. If this is the case, we @
needAlias settings for such aLocation >.

SetHandler perl-script
assigns mod_perl Apache module to handle the cogesraation phase.
Perl[Handler Apache::Registry
tells Apache to usApache::Registry Perl module for the actual conteygnestion.

Options ExecCGl

Options diredive accepts a fewlifferentparaneters (options), theexecCGI option tells the server that
the file is a program and should be executed, instead of just displayed like plain html file. If you om
option depenéhg on clientsconfiguration, the script will either be rendered as a plain text or trigge
Save-Aglialog.

allow from all

This diredive is in charge of access control based on domain. The above settings allows to run the
for client from any domain.

PerlSendHeader On

PerlSend Header Ontells the server to send an HTTP header to the browser on everyirsgogzt
tion. You will want to turn this off for nph (hon-parsed-headers) scripts.

PerlSend Header Onsetting invokesip _send_http header() after parsing your script headers|

It is only meant for CGemulaion, it's always better to us€Gl->header from CGIl.pm module or
$r->send_http_header directly to send the HTTP header.

[¢)
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</Location>
closes the<Loca tion > sectiondefinition.

Note thatsomeimesyou will have to preload the module before using it intheca tion > section, in
case ofApache::Registry theconfiguration will look like this:

PerlIModule Apache::Registry
<Location /perl>
SetHandler perl-script
PerlHandler Apache::Registry
Options ExecCGl
allow from all
PerlSendHeader On
</Location>

PerlMod ule is equal to Perl's nativese() function call.
You have nothing to do aboldgi-bin locaion (mod_cgi), since it has nothing to do with mod_perl.

Let's see another very similar example wipache::PerlRun

<Location /cgi-perl>
SetHandler perl-script
PerlHandler Apache::PerlRun
Options ExecCGl
allow from all
PerlSendHeader On
</Location>

The onlydifferencefrom the Apache::Registry configuration id the argument of the Perl Han-
dler diredive, whereApache::Registry was replaced bgpache::PerlRun

3.4.3 PerlModule and PerlRequire Directives

As we saw earlier the module should be loaded before allowed to be usedried ule andPerl -
Require are the two mod_pediredivesequivalentto the Perl'suse() andrequire() respetvely.
Since they arequivalent, the same rules apply to thairguments You passApache::DBI as amargu
mentfor PerlIMod ule , andApache/DBIl.pm for Perl Require

You may load modules from the config file at server startup via:
PerlIModule Apache::DBI CGI DBD::Mysq|

Geneally the modules are preloaded from the startup script, usually nstantap.pl This is a file with
plain perl code which is executed throughBeel Require diredive. For example:

PerlRequire /home/httpd/perl/lib/startup.pl
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As with any file with Perl code that getsquire()'d--it must return drue value. To ensure that
this happens don't forget to add at the end of file.

3.4.4 Perl*Handlers

As you know Apachespedfies about 11 phases of the request loop, namely in that org
Post-Read-Request, URIrandation, Header Parsing, Access Contrdlutherticaion, Authorization,
MIME type checling, FixUp, Response (Content phase). Logging and finally Cleanup. These ar¢
stages of a request where the Apache API allows a module to step in sohéting. There is aledi
catedPerHardler for each of these stages. Namely:

PerlChildInitHandler
PerlPostReadRequestHandler
PerlInitHandler
PerlTransHandler
PerlHeaderParserHandler
PerlAccessHandler
PerlAuthenHandler
PerlAuthzHandler
PerlTypeHandler
PerlFixupHandler
PerlHandler
PerlLogHandler
PerlCleanupHandler
PerlChildExitHandler

The first 4 handlers cannot be used in ¢hecation >, <Direc tory >, <Files > and.htac cess

ler:

b the

file, the main reason is all the above require a known path to the file in order to bind a requested path with

one or more of thadertifiers above. Staring from Perl Header Parser Handler (5th) URI is
allready being mapped tophyscal patmame thus can be used to match #leocation >, <Direc -

tory > or<Files > configuration section, or to look ahtac cess file if exists at thespedfied direc
tory in thetrandatedpath.

The Apachadocumertation (or even better -- the “Writing Apache Modules with Perl and C” book |

Dy

Doug MacEaclern and Lincoln Stein) will tell you all about those stages and what your modules can do.

By default, these hooks are disabled at compile time, see the INS@atiment for informaion on
enabling these hooks.

Note that by default Perl APl expectsabrdine calledhandler to handle the request in thegidered
PerHardler module. Thus if your modulanplementsthis subrdine, you canregider the handler as
simple as writing:

Perl*Handler Apache::SomeModule

replacePerl*Handler with a wanted name of the handler. mod_perl will preloacplegfied module for
you. But if you decide to give the handler coddiféerent name, likemy handler , you must preload
the module and to writexplicitly the chosen name.
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PerlIModule Apache::SomeModule
Perl*Handler Apache::SomeModule::my_handler

Please note that the former approach will not preload the module at the startup, sxlitity preload
it with PerlIMod ule diredive, add it to the startup file or use a nigleortut the Perl*Handler
syntax suggests:

Perl*Handler +Apache::SomeModule

Notice the leading chamlader. It's equal to:

PerlModule Apache::SomeModule
Perl*Handler Apache::SomeModule

If a module wishes to know what handler is currently being run, it can find out witutrent_calback
method. This method is most usefulRerlDispatchHandlers who wish to only take action for certain
phases.

if($r->current_callback eq "PerlLogHandler") {

$r->warn("Logging request");

}

3.4.5 StackedHandlers

With the mod_perl stacked handlengctanism it is possble for more than on®erl*Handler to be
defined and run during each stage of a request.

Perl*Handlerdiredives can define any number sfibrodines e.g. (in config files)

PerlTransHandler OneTrans TwoTrans RedTrans BlueTrans

With the method Apache->push_handlers() , callbackscan be added to the stack by scripts
runtime by mod_perl scripts.

Apache->push_handlers() takes thecallback hook name as its firsirgument and asubrodine
name orreferenceas its second. e.g.:

Apache->push_handlers("PerlLogHandler", \&first_one);
$r->push_handlers("PerlLogHandler", sub {
print STDERR "__ANON___ called\n";
return O;
Dk
After each request, this stack is cleared out.
All handlers will be called unless a handler returns a status otheD@rDECLINED

example uses:
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CGl.pm mairtainsa global object for its plaifunction interface Since the object is global, it does not g
out of scope, DESTROY is never call€&isl->new can call:

Apache->push_handlers("PerlCleanupHandler", \&CGI::_reset_globals);

This function will be called during the final stage of a requesfresting CGl.pm’s globals before the
next request comes in.

Apache::DCEL ogin estallishesa DCE login context which must exist for tlifetime of a request, so
theDCE::Login object is stored in a globaariable Without stacked handlers, users must set

PerlCleanupHandler Apache::DCELogin::purge

in the configuration files to destroy the context. This is not “user-friendly”. Nospache::DCEL o-
gin ::handler  can call:

Apache->push_handlers("PerlCleanupHandler”, \&purge);

Persisent databaseonnetion modules such a&pache::DBI  could push &erl CleanupHan dler
handler thatteratesover%Connected , refresting connetions or justcheckng that ones have not gone
stale.Remenber, by the time we get t®erl CleanupHan dler , the client has what it wants and ha
gone away, we can spend as much time as we want here without slowing down response time to th
(but the process isnavaibblefor serving new request befor tbpetion is completed).

Perl Tran sHandlers may decide, based on URI or otheondiion, whether or not to handle a
request, e.gApache::Msqgl Proxy . Without stacked handlers, users mumtfigure

PerlTransHandler Apache::MsqlProxy::translate
PerlHandler  Apache::MsqlProxy

Perl Handler is neveractwlly invoked unlesdrans late () sees the request is a proxy reque
($r->prox yreq ), if it is a proxy requestrans late () sets$r->handler("perl-script") :
only then will Perl Handler handle the request. Now, users do not have to spBeifly Handler
Apache::Msqgl Proxy , thetrans late () function can set it witlpush_handlers()

Includes, footers, headers, etc., piecing togetld@cament imagine (no need for SSI parsing!):
PerlHandler My::Header Some::Body A::Footer

A little test:

#My.pm
package My;

5
e client
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sub header {
my $r = shift;
$r->content_type(“text/plain");
$r->send_http_header;
$r->print("header text\n");

}

sub body { shift->print("body text\n") }

sub footer { shift->print("footer text\n") }

1

__END__

#in config

<Location /foo>

SetHandler "perl-script”

PerlHandler My::header My::body My::footer
</Location>

Parsing the output of anothRerHardler? this is a little more tricky, but consider:

<Location /foo>

SetHandler "perl-script"”

PerlHandler OutputParser SomeApp
</Location>

<Location /bar>

SetHandler "perl-script"”

PerlHandler OutputParser AnotherApp
</Location>

Now, OutpuParsemgoes first, but itintie()'s *STDOUTand re-tie()’s to its own package like so:
package OutputParser;

sub handler {

my $r = shift;

untie *STDOUT,;

tie *STDOUT => 'OutputParser’, $r;
}

sub TIEHANDLE {
my($class, $r) = @_;
bless { r => $r}, $class;

}

sub PRINT {
my $self = shift;
for (@) {
#do whatever you wantto $_
$self->{r}->print($_ . "[insert stuff]");
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To build in this featuregonfigure with:

% perl Makefile.PL PERL_STACKED_HANDLERS=1 [PERL_FOO_HOOK=1,etc]

Another methodApache->can_stack_handlers will return TRUE if mod_perl wagonfigured
with PERL_STACKED_HANDLERSAHRALSE othewise

3.4.6 PerlFreshRestart

To reload Perl Require , PerlMod ule , other use() 'd modules and flush the
Apache::Registry cache on server restart, add:

PerlFreshRestart On

Not all Perl modules can stand the reload, that's why it's better to avoid enablidgattise.

3.4.7 PerlSeVar, PerlSetEnv andPerlPassEnv

PerlSetEnv key val
PerlPassEnv key

Perl PassEnv passesPerlSetEnv sets and passes tENVironmentvariablesto your scripts. you
can access them in your scripts thro@sgBN\(e.g.SENV{"key"} ).

Regardhg the setting oPerl PasséEnv PERLSLIB in httpd.conflf you turn on taint checkéerl -
Taint Mode On), SENV{PERLS5LIB} will be ignored (unset).

PerlSet Var is very similar toPerlSetEnv , but you extract it with another method. In <Perl
sections:

push @{ $Location{"/"}->{PerlSetVar} }, [ 'FOO' => BAR |;
and in the code you read it with:

my $r = Apache->request;
print $r->dir_config(FOO");

3.4.8 PerlWarn and PerITaintCheck

To enable thevarningsand taint modglobally to all serverchildrenuse:

Perlwarn On
PerlTaintCheck On

\"4
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3.5 Start-up File

There is more to do at the server startup, thanpjiedbadng files. You might want tdnitialize RDMS
connetions tie read-only dbm files and etc. Startup file is an ideal place to put the code that shot
executed when the server starts. Once you prepared the code, load it before the rest of the m
configuration diredives with:

PerlRequire /home/httpd/perl/lib/startup.pl

| must stress that all the code that is run at the samitiadization time is run with rooprivelegesf you
areexecuing it as a root user (you have to, unless you choose to run the serveumpriseledgedport,

Ild be
od_perl

above 1024). This means that anyone who has write access to a script or module that is loaded by

PerIMod ule or Perl Require , effedively has root access to the system. You might want to tak
look at the new andxpermertal Perl Opmask diredive andPERL_OPMASK_DEFAULdompile time
option to try to disable sondangeousopeitors

Since the startup file is a file written in plain perl, one ealidateits syntax with:

% perl -c /home/httpd/perl/lib/startup.pl

3.5.1 The Sample Start-ug-ile

Let's look at a real world startup file:

startup.pl

use strict;

# extend @INC if needed
use lib gw(/dir/foo /dir/bar);

# make sure we are in a sane environment.
$SENV{GATEWAY_INTERFACE} =~ /*"CGI-Perl/
or die "GATEWAY_INTERFACE not Perl!";

# for things in the "/perl" URL
use Apache::Registry;

#load perl modules of your choice here

#this code is interpreted *once* when the server starts
use LWP::UserAgent ();

use Apache::DBI ();

use DBI ();

# tell me more about warnings
use Carp ();
$SIG{__WARN__} =\&Carp::cluck;

# Load CGl.pm and call its compile() method to precompile
# (but not to import) its autoloaded methods.

use CGI ();

CGI->compile(:all’);

e a
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# init the connections for each child

Apache::DBI->connect_on_init
("DBl:mysql:$Match::Config::c{db}{DB_NAME}::$Match::Config::c{db}{SERVER}",
$Match::Config::c{db}{USER},

$Match::Config::c{db{USER_PASSWD},

{

PrintError => 1, # warn() on errors
RaiseError => 0, # don't die on error
AutoCommit => 1, # commit executes immediately

}
);

Let's go and explain the reasons of dgcsionto include this specific code in the startup file.

use strict;

As with every script longer than five lines | have a habit to use this pragma, which saves me from a
troublesin a long run. The startup file is ndifferentfrom any other perl code that | write.

use lib qw(/dir/foo /dir/bar);

The only chance tpermanently modify the @INCbefore the server was started is with this commar
Later the running code can modi®INCjust for a moment itequre()’s some file, and than its value
gets reset to thgreviousone.

$SENV{GATEWAY_INTERFACE} =~ /*CGlI-Perl/
or die "GATEWAY_INTERFACE not Perl!";

A sanity check, if Apache wasrproperly built, the above code will abort the server startup.

use Apache::Registry;
use LWP::UserAgent ();
use Apache::DBI ();
use DBI ();

Preload the modules that get used by our Perl code serving the requests. Unless you need the
(variablesandsubrouineg exported by the modules you preload toagoonplish somehing within the
startup file, don’t import them, since it's just a waste of startup time. Instead use emtytbstell the
import()  function not to import a thing.

use Carp ();
$SIG{__WARN__} =\&Carp::cluck;

This is a useful snippet to enable extendedningslogged in the error_log file. laddtion to same basic
warning, a trace of calls would be added which makegraloing of thepotertial problem a much easier
task, since you know who called whom. For example, with nowaalings you might see:

Use of uninitialized value at
lustr/lib/perl5/site_perl/5.005/Apache/DBIl.pm line 110.

lot for

d.

symbols
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y

but you have no idea where it was called from. When we ugesattpe as shown above we might see:

Use of uninitialized value at
lustr/lib/perl5/site_perl/5.005/Apache/DBIl.pm line 110.
Apache::DBI::connect(undef, 'mydb::localhost’, 'user’,
‘passwd’, 'HASH(0x87a5108)’) called at
lustr/lib/perl5/site_perl/5.005/i386-linux/DBl.pm line 382
DBI::connect('DBI’, 'DBI:mysql:mydb::localhost’, 'user’,
‘passwd’, 'HASH(0x8375e4c)’) called at
lustr/lib/perl5/site_perl/5.005/Apache/DBIl.pm line 36
Apache::DBIl::__ANON__('Apache=SCALAR(0x87a50c0)’) called at
PerlChildInitHandler subroutine
‘Apache::DBI::__ANON__'line O
eval {...} called at PerIChildInitHandler subroutine
‘Apache::DBI::__ANON__'line 0

we clearly see that the warning waigigeredby eval()'uating the Apache::DBI::___ ANON___
which called DBI::connect with the arguments that we see as well, which in turn callec
Apache::DBI::connect method. Now we know where to look for a problem.

use CGI ();

CGl->compile(’:all’);

Some modules get thedubrodinescreated at the run time to improve the loading time. This helps w
the module includes marsubrodines but only a few aractwally get usedCGIl.pm falls into thiscate
gory. Since with mod_perl the module is loaded only once, it might be a good idesctmpile all or a
part of its methods.

CGl.pm’s compile() method performs this task. Notice that this iprapietary function of this
module, other modules camplementthis feature or not and use this other name foisthouine. As
with all module we preloaded in the startup file, we don’t import symbols from them as they are g
lost when they go out of the file’s scope.

Note thatstaring with $CGI::VERSION 2.46, thereconmendedmethod topreconpile the code in
CGl.pm is:

use CGI gw(-compile :all);

But the old method is stiivailablefor backvard compaitbility.

3.5.2 What Modules Should You Add to the Start-up File andhy

Every module loaded at the server startup will be shared among chkildeen saving a lot of RAM for
you. Usually | put most of the code | develop into modules and preload them.

You can even preload your CGI script wAbache::Registry Loader and preopen the DBonnee
tionswith Apache::DBI

nen

Il get
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3.5.3 The Confusion with use() at the Server Start-ugle

Some people wonder, why there is a need fduglication of use() clause in startup file and in the
script itself. Theconfusion rises frommisurderstandng of theuse() fundion. use() consists of two
otherfunctions, namelyrequire() andimport() , called within @8BEGIN block.

So, if the module irquedion imports some symbols into your code@amepace you have to write the
use() statement once again in your code. The module will not be loaded once again, only
import()  call will be called. For example in the startup file you write:

use CGI ();

since youprobaebly don't need any symbols to be exported there. But in your cod@npdebly would
write:

use CGI gw(:html);

Since the symbols that you might import into a startup’s sndptepacewill be visible by none of the
children scripts that need@oo’s module exported tags have to pull it in like if you did not preléaol
at the startup file. For example, just because you hag@'d  Apache::Constants in the startup
file, does not mean you can have tbikowing handler:

package MyModule;
sub {
my $r = shift;
## Cool stuff goes here
return OK;

}
1;
You would either need to add:

use Apache::Constants gw( OK);

Or use a fullyquaified notation:

return Apache::Constants::OK;

If you want to use théundion interface without exporing the symbols, use a fullguaified functions
e.g.CGl::param . The same rule applies variables you can imporvariablesand you can access then
by their full name. e gbMy::Module::bar . When you use the object oriented (methautsxfaceyou
don’t need to export the method symbols as well.

In both later casetechically you aren’t required to return arse() statenentin your code, if it was
already loaded at the startup. But you do have to write your code like id there is no code prel
Because you or someone else will read your code at some point and witidestandhow can you use
this or that method, without first loading the modetatairing it.

the

paded.
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Read théexporter andperlmod manpages for molieformation aboutimport()

3.5.4 The Confusion with GlobalVariablesin Start-upFile

Perl Require allows you to execute code that preloads modules and does more things. Impor
definedvariablesare visible in the scope of the startup file. It is a wrasgumfion that globalvariables
that were defined in the startup file, will becesible by child processes.

You do have to define/impovtariablesin your scripts and they will be visible inside a child process w
run this script. They will be not shared between siblirRsmenber that every script is running in a
specially (uniquely) named package - so it cannot aca@sblesfrom otherpaclagesunless itinheits
from them omuse() ’s them.

3.6 <Perl>...</Perl>Sections

With <Perl >..</Perl > sections, it ipossble to configureyour server entirely in Perl.

3.6.1 Usage

<Perl > sections can contain *any* and as much Perl code as you wish. These sections are compi
a special package whose symbol table mod_perl can then walk and grind the names and values
variablegstruduresthrough the Apache comonfiguration gears. Most of theonfigurations diredives
can berepresentedas scalarg$scalar ) or lists (@list ). A @List inside these sections is simply
converted into a spackelimited string for you inside. Here is an example:

httpd.conf
<Perl>
@PerIModule = gqw(Mail::Send Devel::Peek);

#run the server as whoever starts it
$User = getpwuid($>) || $>;
$Group = getgrgid($)) || $);

$ServerAdmin = $User;

</Perl>

Block sections such ad.ocation >..</Loca tion > arerepresentedn a%Llocation hash, e.g.:

$Location{"/~dougm/"} = {
AuthUserFile => "/tmp/htpasswd’,
AuthType => 'Basic’,
AuthName => 'test’,
Directorylndex => [gw(index.html index.htm)],
Limit => {
METHODS =>'GET POST’,
require => 'user dougm’,
h
J2

ed or

ed into
of Perl
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If an Apachediredive can take two or threargumentsyou may push strings and the lowest number
argunentswill be shifted off the@List or use arrayeferenceto handle any number greater than th
minimum for thatdiredive:

push @Redirect, "/foo", " |nttp://www.foo.com/" I:
push @Redirect, "/imdb", " |nhttp://www.imdb.com/" I:
push @Redirect, [qw(temp "/here" " [nttp://www.there.com"” DI;

Other sectiortourtempartsinclude%Virtu al Host , %Direc tory and%fFiles .

To pass alenvironmentvariablesto thechildrenwith a singleconfiguration diredive, rather than listing
each one vi®assEnv orPerl PassEnv, a<Perl > section could read in a file and:

push @PerlPassEnv, [$key => $val];
or

Apache->httpd_conf("PerlPassEnv $key $val");

These aresomeavhat simpleexanples but they should give you the basic idea. You can mix in any F
code your heart desires. Seg/httpd.conf.pland eg/perl_sections.txin mod_perldistribution for more
exanples

A tip for syntaxcheckng outside of httpd:

<Perl>
# Iperl

#... code here ...

__END__
</Perl>

Now you may run:

perl -cx httpd.conf

3.6.2 Enabling

To enable <Perl > sections you should build mod perl wittperl Makefile .PL
PERL_SECTIONS=1

3.6.3 Verifying

You can watch how have yaonfiguredthe<Perl > sections through thiperl-status locaion, by
choosng thePerl Sectionsfrom the menu.

erl
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You can dump theonfiguration by <Perl > sectionconfiguration this way:

<Perl>
use Apache::PerlSections();

# Configuration Perl code here

print STDERR Apache::PerlSections->dump();
</Perl>

Alternaively you can store it in a file:
Apache::PerlSections->store("httpd_config.pl");

You can themequire() that file in some othetPerl > section.

3.7 Miscellaneousissues

3.7.1 Validating the Configuration Syntax

apachectl configtest tests theconfiguration file without staring the server. You can safely
modify theconfiguration file on yourprodudion server, if you run this test before you restart the seryv
Of course it is not 100% error prone, but it will reveal any syntax errors you might make while editin
file.

"apachectl  configtest 'isthe same atttpd -t ' and itactually executes the code in startup.pl
not just parses it<Perl > configuration has always started Perl during tleenfiguration read,
Perl{Require,Module} do so as well.

If you want your startup code to get a control over-thgconfigtest ) server launch, start the serve
configuration test with:

httpd -t -Dsyntax_check

and in your startup file, add (at the top):

return if Apache->define('syntax_check’);

if you want to prevent the code in the file from being executed.

3.7.2 Testingthe mod_perServer

Assunming that we haveconfigured the /perl URI base to invoke scripts unddpache::Registry
handler, let’s create a simple CGl script and put a test scriptionee/httpd/perldiredory:

g the

1
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#!/usr/bin/perl -w

use strict;

print "Content-type: text/htmi\r\n\r\n";
print "It worked!'"\n";

Make it executable angadibleby server, if your server is running as usebody (hint: look forUser
diredive in httpd.conf  file), do thefollowing:

% chown nobody /home/httpd/perl/test.pl
% chmod u+rx /home/httpd/perl/test.pl

Test that the script is running from the command linegx®cuing it:
% /home/httpd/perl/test.pl

You should see:
Content-type: text/html
It worked!!!

Now it is a time to test our mod_perl senassunng that your config file includeBort 80, go to your
favorite Netscape browser and fetch fibkowing URL (after you have started the server):

|nttp://localhost/perl/test.pl |

Make sure that you have a loop-back dewioefigured if not -- use the real server name for this test, f
example:

|http://www.example.com/perl/test.pl

You should see:

It worked!!!

If somehing went wrong, go through thiastalation process again, and make sure you didn’t makeg
mistake. If that doesn’t help, read tiMSTALL poddocument(perlpod INSTALL) in the mod_perl
distribution diredory.

3.7.3 Publishing Port NumbersDifferent from 80

It is advised not to publish the 8080 (or alike) port number in URLS, but rather ugiogying rewrite
rule in the thin (httpd_docs) server:

RewriteRule .*/perl/(.*) |nttp://my.url:8080/perl/ B1[P]

One problem withpublishing 8080 port numbers is that | was told that IE 4.x has a bug when re-pos
data to a non-port-80 url. It drops the paesigiator, and uses port 80 anyway.

sting
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The other reason is thfitewalls the users work from behind might have all ports closed, but 80.

3.7.4 ApacheRestarts Twice Oistart

When the server is restarted. ttanfiguration and modulénitialization phases are called again (twice in
total) beforechildrenget forked. The restart is done in order to ensure that the future restart will workout
correctly, by making sure that all modules can survive a restart (SIGHUP). This isnperant if you
restart gorodudion server.

You can control what code to execute only on the start or only on restatielsling the value of
$Apache::Server::Start ing and $Apache::Server::ReStart ing respetively. The
formervariableis true when the server istaring and the latter when itisestaring.

;0)
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mod_perl tutorial: Choosing the Right Strategy 4.1 What we will learn in this chapter

4.1 What we will learn in this chapter
® Deploymentof mod_perl in Overview, with the pros aoons.
e Stardalonemod_perl Enabled Apache Server
® One Plain Apache and One mod_perl-enabled Apache Servers
® One light non-Apache and One mod_perl enabled Apache Servers
® Proxy servers (Squid, and Apachaisd_proxy).

I will present a few ways of usingtardalonemod_perl, and someombinaions of mod_perl and other
tecmologies I'll describe how these things work together, and offerapiyions on the pros and cons of
each, theelaive degree ofiffi culty in installing andmairtaining them, and some hints on approache
that should be used and things to avoid.

4.2 mod_perl Deployment Overview

There are severdifferent ways to build,configure and deploy your mod_perl enabled server. Some
them are:

1. Having one binary and omm®nfiguration file (one big binary for mod_perl).

2. Having twobinaries and twoconfiguration files (one big binary for mod_perl and one small bina
for static objects like images.)

3. Having one DSO-style binary and tvemnfiguration files, with mod_perlavailable as aloadable
object.

4. Any of the above plus a reverse proxy server in &tteérator mode.

If you are a newbie, | woultecommendthat you start with the first option and work on getting your fe
wet with apache and mod_perl. Later, you can decide whether to move to the second one which
better tuning at the expense of maemplicated admiristration, or to the third option -- the more
state-of-the-art-yet-suspously-new DSO system, or to the fourth option which gives you even m
power.

1. The first option will kill yourprodudion site if you serve a lot of static data from large (4 to 15M§
webserver processes. On the other hand, while testing you will have no otherirgeragion to
mask or add to your errors.

2. This option allows you to tune the two serviaidividually, for maximumperformance

However, you need to choose between running the two servensilaple ports,multiple IPs, etc.,
and you have the burden afimiristering more than one server. You have to deal \itbxying or
fancy site design to keep the two serversyinchranizaion.
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3. With DSO, modules can be added and removed withexdnpiling the server, and their code is
even shared amomngultiple servers.

You can compile just once and yet have more than one binary, bydiergnt configuration files
to loaddifferent sets of modules. Thdifferent Apache servers loaded in this way can simultane-
ouslyto give a setup such as described in the second option above.

On the down side, you are playing at bheedng edge.

You are dealing with a nesoluion that has weakocunertation and is still subject to change. It ig
still somevhatplatform specific. Your mileage may vary.

The DSO modulémod_so) adds size andompleity to yourbinaries

4. The fourth option (proxy in httpcceerator mode), once correctlgonfigured and tuned, improves
the perfomanceof any of the above three options by cachinglauftering page results.

4.3 Alter native architectures for running one and two
servers

The next part of this chapter discusses the pros and the cons of each of these paHauetions
We will look at thefollowing instalations

e Standalonemod_perl Enabled ApacheServer

® One Plain Apache and One mod_perl-enabled Apachgervers

® Onelight non-Apache and One mod_perl enabled ApachServers

® Adding a Proxy Server in http Accelerator Mode

4.3.1 Stardalonemod_perl Enabled Apach8erver

The first approach is tinplementa straighforward mod_perl server. Just take your plain apache ser
and add mod_perl, like you add any other apache module. You continue to run it at the port it was r
before. Youprobably want to try this before you proceed to msophigdicatedand complexechiques

Theadvartages

e Simplidty. You just follow theinstalation instrudions configure it, restart the server and you are

done.

® No network changes. You do not have to worry about wesiigijional ports as we will see later.

yer
unning
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4.3.2 One Plain Apache and One mod_perl-enabled Apache Servers

® Speed. You get a very fast server, you seerammousspeedup from the first moment you start t

Thedisad/artages

® The process size of a mod_perl-enabled Apache server is huge (maybe 4Mb at startup and grg

use it.

10Mb and moredepenihg on how you use it) compared to the typical plain Apache. Of cours
memory sharing is in place, RAMquiranentswill be smaller.

You probebly have a few tens of child processes. Hadetional memoryrequiranentsadd up in
directrelation to the number of child processes. Your memory demands are growing by an ord
magntude but this is the price you pay for tleldtional performanceboost of mod_perl. With
memory prices so cheapwalays the addtional cost is low --espeially when you consider the
dramaticperfomanceboost mod_perl gives to your services with every 100Mb of RAM you add.

While you will be happy to have these monster processes serving your scripts with monster
you should be very worried about having them serve static objects such as images and htn
Each static request served by a mod_perl-enabled server means another large process
compeing for system resources such as memory and CPU cycles. Thevestadaddepends on
static objects request ratBemenber that if your mod_perl code produces HTML code whic
includes images, each one will turn into another static object request. Having another plain wel
to serve the static objects solves thigpleaant obstale. Having a proxy server as a front end
caching the static objects and freeing the mod_perl processes from this burden issahditier
We will discuss both below.

Anotherdrawbackof this approach is that when serving output to a client with acbowetion, the
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huge mod_perl-enabled server process (with all of its system resources) will be tied up unfil the

response is completely written to the client. While it might take anfidlisecondsfor your script to
complete the request, there is a chance it will be still busy for some number of seconds o
minutes if the request is from a sl@annedion client. As in thepreviousdrawback a proxysoluion
can solve this problem. More on proxies later.

Proxying dynamic content is not going to help much if all the clients are on a fast local net
example, if you ar@admiristering an Intranet.) On the contrary, it can decrgasdomance Still,
remenberthat some of your Intranet users might work from home through slow modem links.

[ even

(for

If you are new to mod_perl, thisfsobably the best way to ggburself started.

And of course, if your site is serving only mod_perl scripts (close to zero static objects, like images), this

might be the perfect choice for you!

4.3.2 OnePlain Apache and One mod_perl-enabled Apa®ervers

As | have mentioned before, when running scripts under mod_perl, you will notice that the httpd pro
consume a huge amount of virtual memory, from 5Mb to 15Mb and even more. That is the price y¢
for the enomousspeedmprovementsunder mod_perl. (Again -- shared memory keeps the real menmj

that is being used much smaller :)
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Using these large processes to serve static objects like images artbbtméntsis overkill. A better
approach is to run two servers: a very light, plain apache server to serve static objects and a
mod_perl-enabled apache server to serve requests for dyfigménated objects (aka CGlI).

From here on, | will refer to these two serversiigd_docs (vanilla apache) anlttpd_perl (mod_perl
enabled apache).

Theadvariages

® The heavy mod_perl processes serve only dynamic requests, which alladeplinenent of fewer
of these large servers.

e MaxClients , MaxReguestsPer Child and relategparangters can now beoptimally tuned for

bothhttpd_docs andhttpd_perl serverssomehing we could not do before. This allows us tq

fine tune the memory usage and get a better spersmance

Now we can run many lightweightttpd _docs  servers and just a few heawtpd perl
servers.

An important note: When a user browses static pages and the base URLLiocti®n window points
to the static server, for examphatp://www.nowhere.com/index.html -- all relaive URLs
(e.9.<A HREF="/main/down load .html" >) are being served by the light plain apache server. g
this is not the case witttynanically geneatedpages. For example when the base URL inLibheation
window points to the dynamic server -- (e.g.

http://www.nowhere.com:8080/perl/index.pl ) all relaive URLSs in thedynanically gener
atedHTML will be served by the heavy mod_perl processes. You must usejtidified URLs and not
reldive ones! http://www.nowhere.com/icons/arrow.gif is a full URL, while
/icons/arrow.gif is arelaive one. Using<BASE HREF="http://www.nowhere.com/" > in
thegeneatedHTML is another way to handle this problem. Also kitgd_perl server could rewrite
the requests back tatpd_docs  (much slower) and you still need thttertion of the heavy servers.
This is not an issue if you hide tltemal port implemenrtations, so the client sees only one serve
running on por8o0.

Thedisad/artages
® An admiristration ovehead

O The need for twdalifferent sets ofconfiguration, log and other files. We need a spediatédory

heavier

D

But

—

layout to manage these. While sodieedories can be shared between the two servers (like the

include diredory, containng the apache include files assunmg that both are built from the
same sourcdistribution), most of them should beepaatedand theconfiguration files updated
to reflect the changes.

O The need for two sets abntroling scripts(startup/shutown) andwatctdogs

O If you areprocesig log files, now youprobebly will have to merge the twsepaatelog files
into one beforg@rocessg them.

52 22 Jan 2000



mod_perl tutorial: Choosing the Right Strategy 4.4 Adding a Proxy Server in http Accelerator Mode

® Just as in the one server approach, we still have the problem of a mod_perl ppecdbyg its

precious time serving slow clients, when grecesig portion of the request was completed a long

time agoDeploying a proxy solves this, and will be covered in the next section.

As with the single server approach, this is not a ndigad/antageif you are on a fast network (i.e.

Intranet). It is likely that you do not wanbaffering server in this case.

Before you go on with thisoluion you really want to look at the AddingPaioxy Server in httg\ccekra-
tor Modesection.

4.3.3 Onelight non-Apache and One mod_perl enabled Apache
Servers

If the onlyrequirenentfrom the light server is for it to serve static objects, then you can get away
non-apache servers having an even smaller mefootgrint. thttpd  has been reported to be about

with
b5

times faster then apaclespeially under a heavy load), since it is very simple and uses almosi no

memory (260k) and does not spawn child processes.

Meta: Hey, No personatxpeience here, only rumours. Please let me know if | have missed sgme

pros/cons here. Thanks!
TheAdvanages
e All the advarniagesof the 2 servers scenario.
e More memory saving. Apache is about 4 times bigger tihidpd , if you spawn 3@hildrenyou use
about 30M of memory, whilthttpd uses only 260k - 100 times less! You could use the 30M you

saved to run a few more mod_perl servers.

The memory savings asggnificantly smaller if your OS supports memory sharing vidgmarically

Shared Objects (DSO) and you haemfiguredapache to use it. If you do allow memory sharing, 30

ve

light apache servers ought to use only about 3 to 4Mb, because most of it will be shared. There is no

memory sharing if apache modules st@cally compiled into httpd.
® Reported to be about 5 times faster then plain apache serving static objects.
TheDisadrartages

® |acks some of apache’s features, like access control,redibedion, customiablelog file formats,
and so on.

4.4 Adding a Proxy Server in http Accelerator Mode

At the begiming there were 2 servers: one plain apache server, whiclvematight, andconfiguredto
serve static objects, the other mod_perl enabledy heavy and configuredto serve mod_perl scripts.
We named therhttpd_docs  andhttpd_perl respetvely.
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The two servers coexist at the same IP addredsteying to different ports: httpd_docs  listens to

port 80 (e.g|http://www.nowhere.com/images/test)g&nd httpd_perl listens to port 8080 (e.g.
[http://www.nowhere.com:8080/perl/tes).pNote that | did not writfattp://www.nowhere.com:$€or the

first example, since port 80 is the default port for the http service. Later on, | whblpgng the configu-
ration of thehttpd_docs  server to make it listen to port 81.

Now | am going to convince you that yaant to use a proxy server (in the htpcekrator mode). The
advanagesare:

® Allow serving of static objects from the proxy’s cache (objects ghatiously were entirely served

by thehttpd_docs  server).

You get less I/Cactivity reading static objects from the disk (proxy serves the most “populd
objects from RAM - of course you benefit more if you allow the proxy server to consume 1
RAM). Since you do not wait for the 1/0 to be completed you are able to serve static objects
faster.

The proxy server acts as a sort of output buffer for the dynamic content. The mod_perl server
the entire response to the proxy and is then free to deal with other requests. The proxy se
respomsible for sending the response to the browser. So ifttheder is over a slow link, the
mod_perl server is not waiting around for the data to move.

Using numbers is always mocenvindng :) Let's take a user connected to your site with 28.8 kb
(bps == bits/sec) modem. It means that the speed of the user’'s link is 28.8/8 = 3.6 kbytes
assume an averageneatedHTML page to be of 10kb (kb =kilobyte§ and an average script that
geneatesthis output in 0.5 secs. How long will the server wait before the user gets the whole o
response? A simplealcdation reveals pretty scary humbers - it will have to wait for another 6 s
(20kb/3.6kb), when it could serve another 12 (6/0.5) dynamic requests in this time.

This very simple example shows us that we need only one twelfth the nhumteldaén running,
which means that we will need only one twelfth of the memory (not quite true because some p
the code are shared).

But you know thahowadaysscripts often return pages which are blown up with javascript code
similar, which can make them of 100kb size anddberioad time will be of the order of... (This
calcuation is left to you as aexerise:)

Many users like to open many browser windows and do many things a{dowdoad files and
browsegraphcally heavysites). So the speed of 3.6kb/sec we vessunng before, may often be
5-10 times slower.

We are going to hide the details of the serveriplemertation. Users will never see ports in the
URLs (more on that topic later). You can have a few boxes serving the requests, and only one
as a front end, which spreads the jobs between the servers in a way that you can control. Y
actuwally shut down a server, without the user emeticing, because the front end server will dispatc
the jobs to other servers. (This is called a LBatlandng and it's a pretty big issue, which will not
be discussed in thdocument
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mod_perl tutorial: Choosing the Right Strategy 4.5 Implementations of Proxy Servers

® [or secuity reasons, using any httaatceérator (or a proxy in httpdaccekrator mode) isessetial
because you do not let yoimtemal server get directly attacked hybitrary packets from whomever.
The httpdacceerator andintemal servercommunicatein expected HTTP requests. This allows fg
only your public “bastion” accekrating www server to get hosed in succestl attack, while
leaving yourintemal data safe.

Thedisad/arntagesare:

e Of course there ardrawbacks Luckily, these are ndunctionality drawbacks but they are more
administration hassle. You have another daemon to worry about, and while proxigerseally
stable, you have to make sure to prepare proper startughatldwn scripts, which are run at boot
and reboot aappr@riate Also, you might want to set up the crontab to ruvagchdog script.

® Proxy servers can bmonfiguredto be light or heavy, the admin must decide what gives the high
performancefor hisapplicaion. A proxy server like squid is light in the concept of having only ol
process serving all requests. But it can appear pretty heavy when it loads objects into mem
faster service.

Have | succeeded tonvindng you that you want a proxy server?

If you are on a local area network (LAN), then the big benefit of the pboxXiering the output and
feeding a slow client is gone. You gmbebly better offsticking with a straight mod_perl server in thig
case.

4.5 Implementations of Proxy Servers

As of this writing, two proxyimplemertations are known to be widely used with mod_pesiuid proxy
server ananod_proxy which is a part of the apache server. Let's compare them.

4.5.1 The SquidServer

The Advartages

® Caching of static objects. These are served much fastnng that your cache size is big enougl
to keep the most frequently requested objects in the cache.

e Buffering of dynamic content, by taking the burdenrefurring the contengeneatedby mod_perl
servers to slow clients, thus freeing mod_perl servers from waiting for the slow cligluwrioad
the data. Freed servermmediately switch to serve other requests, thus your number of requi
servers goes dowdramaically.

® Non-linear URL space / server setup. You can use Squid to play some tricks with the URL
and/or domain based virtual server support.

TheDisadvanages
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4.5.2 Apache’s mod_proxy Stas Bekman

® Proxying dynamic content is not going to help much if all the clients are on a fast local net. Al
message on the squid mailing list implied that squid only buffers in 16k chunks so it would not
a mod_perl to compleienmediatelyif the output is larger.

® Speed. Squid is not very fast today when compared with the plain file based web @enileite
Only if you are using a lot of dynamic features such as mod_perl or similar is there a reason
Squid, and then only if thepplication and the server are designed with caching in mind.

® Memory usage. Squid uses quite a bit of memory.

e HTTP protocol level. Squid is pretty much ATTP/1.0 server, whickserpusly limits the deploy
mentof HTTP/1.1 features.

e HTTP headers, dates afig@smess The squid server might give out stale pagesfusng down
streanfclient caches.(You update som@cumentson the site, but squid will still serve the old ones.

e Stabiity. Compared to plain web servers, Squid is not the most stable.

The pros and cons presented above lead to the idea that you might want to use squid for its d
contentbuffering features, but only if your server serves mostly dynamic requests. So Bituhiion,
when performanceis the goal, it is better to have a plain apache server serving static objects, and
proxying the mod_perl enabled server only.

4.5.2 Apache’smod_proxy

| do not think thedifferencein speed between apachewd_proxy andsquid is relevant for most sites,
since the real value of what they dobisffering for slow clientconnetions. However, squid runs as a
single process angrobably consumes fewer system resources.

The trade-off is that mod_rewrite is easy to use if you want to spread parts of the siteifferessback
end servers, while mod_proxy knows how to fixradirectscontairing the back-end server’s idea of the
locaion. With squid you can run gediredor process to proxy to more than one back end, but there
problem in fixingredirectsin a way that keeps the client’s view of both server names and port numbg
all cases.

Thediffi cult case is where:
® You have DNS aliases that map to the same IP addremssd
® You want theredirect to port 80 and
® The server is on adiffer ent port and

® You want to keep the specific name the browser has already sent, so that it does not change
the client’s Location window.
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The Advantages

® No addtional server is needed. We keep the one plain plus one mod_perl enabled apache servers. All
you need is to enablenod_proxy in the httpd_docs  server and add a few lines tg
httpd.conf file.

® TheProx yPass andProx yPass Reverse diredivesallow you to hide théntemal redirects so
if http://nowhere.com/modperl/ is actually http://local host :81/modperl/ it
will be absdutely trangarentto the userProx yPass redirrectsthe request to the mod_perl server,
and when it gets the responBeox yPass Reverse rewrites the URL back to tteiginal one, e.g:

ProxyPass /modperl/ http://localhost:81/modperl/
ProxyPassReverse /modperl/ http:/Mlocalhost:81/modperl/

e |t does mod_perl outpiuffering like squid does.

® |t even does caching. You have to produce cor@mitent-Length , Last-Modi fied and
Expires http headers for it to work. If some of your dynamic content does not change frequently,
you candramaitcally increaseperformanceby caching it withProx yPass.

® Prox yPass happens before thauthenicaion phase, so you do not have to worry abeutheri-
caiing twice.

® Apache is able taccekrate secure HTTP requests completely, while also daiccgératedHTTP.
With squid you have to use amtemnal rediredion program for that.

® The latest (apache 1.3.6 and later) Apache paaxgeratedmode is reported to be very stable.
TheDisadvantages

e Users have reported that it might be a bit slow, but the latest version is fast enough.
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mod_perl tutorial: Real World Scenarios Implementation 5.1 What we will learn in this chapter

5.1 What we will learn in this chapter
e Stardalonemod_perl Enabled Apache Server
® One Plain and One mod_perl enabled Apache Servers
® Running 2 webservers and squid in htjodeérator mode
® Running 1 webserver and squid in htgatekrator mode
® One Light and One Heavy Server where ALL htmIsRed-Geneated

® Building and Usingnod_proxy

5.2 Standalone mod_perl Enabled ApacheServer

We saw thamplemertation in the Instalation section at théegiming of Tutorial. A quick reminder of
what it takes to build atardaloneserver:

% cd /ustr/src
% Iwp-download [nttp://www.apache.org/dist/apache x.x.x.tar.gz |
% Iwp-download [http:7Tperl-apache.org/disfmod_perl-xxx.tar.gz_______ ]
% tar zvxf apache_x.xx.tar.gz
% tar zvxf mod_perl-x.xx.tar.gz
% cd mod_perl-x.xx
% perl Makefile.PL APACHE_SRC-=../apache_x.x.x/src \
DO_HTTPD=1 USE_APACI=1 PERL_MARK_WHERE=1 EVERYTHING=1
% make && make test && make install
% cd ../apache_x.x.x
% make install

5.3 One Plain and One mod_perl enabled Apach&ervers

Since we are going to run two apache servers we will needliffepent sets ofconfiguration, log and
other files. We need a specditedory layout. While some of thdiredories can be shared between th¢
two servergassunng that both are built from the same soudtgtribution), others should bsepaated
From now on | will refer to these two servers latspd _docs (vanilla Apache) andhttpd_perl
(Apache/mod_perl).

For thisillustration, we will use/usr/local as ourroot diredory. The Apachenstalation diredories
will be stored under this ro¢tusr/local/bin , lusr/locall/etc and etc...)

First let's prepare the sources. We will assume that all the sources gasirisoc dir. It is better
when you use twaepaate copies of apache sources. Since poobebly will want to tune each apache
version atsepaate and to do somenodificaions andreconpilations as the time goes. Having tvimde
perdentsource trees will prove helpful, unless you DS which is covered later in this section.

173
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5.3 One Plain and One mod_perl enabled Apache Servers Stas Bekman

Make twosubdredories

% mkdir /usr/src/httpd_docs
% mkdir /usr/src/httpd_perl

Put the Apache sources intdusr/src/httpd_docs diredory:

% cd /usr/src/httpd_docs
% gzip -dc /tmp/apache_x.x.x.tar.gz | tar xvf -

If you have a gnu tar:

% tar xvzf /tmp/apache_x.x.x.tar.gz

Replacetmp diredory with a path to alowrloadedfile andx.x.x  with the version of the server you
have.

% cd /usr/src/httpd_docs

% Is -I
drwxr-xr-x 8 stas stas 2048 Apr 29 17:38 apache_x.x.x/

Now we will prepare théttpd_perl server sources:
% cd /usr/src/httpd_perl
% gzip -dc /tmp/apache_x.x.x.tar.gz | tar xvf -
% gzip -dc /tmp/modperl-x.xx.tar.gz | tar xvf -
% Is -I

drwxr-xr-x 8 stas stas 2048 Apr 29 17:38 apache_x.x.x/
drwxr-xr-x 8 stas stas 2048 Apr 29 17:38 modperl-x.xx/

Time to decide on the desirditedory strudure layout (where the apache files go):

ROOT = /ust/local

The two servers can share tbhowing diredories (so we will notduplicatedata):

/usr/local/bin/
/usr/local/lib
/usr/local/include/
/usr/local/man/
/usr/local/share/

Impor tant: we assume that both servers are built from the same Apache source version.

Servers store their specific files eithehitpd _docs  or httpd_perl sub-diretories

lusr/localletc/httpd_docs/
httpd_perl/

lusr/local/sbin/httpd_docs/
httpd_perl/
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lusr/local/var/httpd_docs/logs/
proxy/
run/
httpd_perl/logs/
proxy/
run/

After compldion of the compiation and theinstalation of the both servers, you will need ¢onfigure
them. To make things clear before we proceed into details, you showmfdigure the
{usr/local/etc/httpd_docs/httpd.conf as a plain apache ambrt diredive to be 80 for
example. Andusr/local/etc/httpd_perl/httpd.conf to configure for mod_perl server and

of course whos®ort should bedifferent from the onéhttpd_docs  server listens to (e.g. 8080). The

port numbers issue will be discussed later.

The next step is toonfigure and compile the sources: Below are piecealuresto compile both servers
taking into account thdiredory layout | have just suggested to use.

5.3.1 Configuration and Compiation of the Sources.

Let's proceed withinstalation. | will use x.x.x instead of real version numbers so ttdsument will
never becomebsdete:).

5.3.1.1 Building the httpd_docsServer

® SourcesConfiguration:

% cd /usr/src/httpd_docs/apache_x.x.x

% make clean

% env CC=gcc \

Jconfigure --prefix=/usr/local \
--shindir=/usr/local/shin/httpd_docs \
--sysconfdir=/usr/local/etc/httpd_docs \
--localstatedir=/usr/local/var/httpd_docs \
--runtimedir=/usr/local/var/httpd_docs/run \
--logfiledir=/usr/local/var/httpd_docs/logs \
--proxycachedir=/usr/local/var/httpd_docs/proxy

If you need some other modules, like mod_rewrite and mod_include (SSI), add them here as w
--enable-module=include --enable-module=rewrite

Note:gcc -- compiles httpd by 100K+ smaller thea on AIX OS. Remove the linenv CC=gcc
if you want to use the default compiler. If you want to use it and you are a (ba)?sh user you w
need thesnv function, t?csh users will have to keep it in.

Note: add--layout  to see theesuling diredories layout withoutactuwally running theconfigura-
tion process.

ell:
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® SourcesCompilation:

% make
% make install

Renaméhttpd to http_docs

% mv /ust/local/sbin/httpd_docs/httpd \
lusr/local/sbin/httpd_docs/httpd_docs

Now update arapachectl utility to point to the renamed httpd via your favorite text editor or by
using perl:

% perl -p -i -e 's|httpd_docs/httpd|httpd_docs/httpd_docs|’ \
lusr/local/shin/httpd_docs/apachectl

5.3.1.2 Building the httpd_perl (mod_perl enabled)Server

Before you start teonfigurethe mod_perl sources, you should be aware that there are a few Perl mgdules

that have to be installed befobeiilding mod_perl. You will be alerted if any required modules afe
missing when you run theerl Makefile .PL command line below. If you discover that some are
missing, pick them from your nearest CPA&postory (if you do not know what is it, make a visit tg
[http://www.perl.com/CPAN) or run theCPANinteradive shell via the command lingerl -MCPAN
-e shell

Make sure the sources are clean:

% cd /usr/src/httpd_perl/apache_x.x.x
% make clean

% cd /usr/src/httpd_perl/mod_perl-x.xx
% make clean

It is important to make clean since some of the versions are not binamynpaible (e.g apache 1.3.3 vs
1.3.4) so any “third-party” C modules need to be re-compiled against the latest header files.

Here | did not find a way to compile witicc (my perl was compiled witkc so we have to compile
with the same compiler!!!

% cd /usr/src/httpd_perl/mod_perl-x.xx

% /usr/local/bin/perl Makefile.PL \

APACHE_PREFIX=/ust/local/ \

APACHE_SRC=../apache_x.x.x/src \

DO_HTTPD=1\

USE_APACI=1\

PERL_MARK_WHERE=1\

PERL_STACKED_HANDLERS=1\

ALL_HOOKS=1\

APACI_ARGS=--sbindir=/usr/local/sbin/httpd_perl, \
--sysconfdir=/usr/local/etc/httpd_perl, \
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--localstatedir=/usr/local/var/httpd_perl, \
--runtimedir=/usr/local/var/httpd_perl/run, \
--logfiledir=/ust/local/var/httpd_perl/logs, \
--proxycachedir=/usr/local/var/httpd_perl/proxy

Notice thatall APACI_ARGS (above) must be passed as one long line if you work t¥itkh !!!
However it works correctly the way it shown above wWiib)?sh (by breakng the long lines with\ ).
If you work witht?csh it does not work, sinc&csh passe®APACI_ARGSargumentsto ./config -
ure by keeping the new lines untouched, buiipping the original '\ *, thus breakng the configuration
process.

As with httpd_docs  you might need other modules likeod_rewrite , so add them here:
--enable-module=rewrite
Note:PERL_STACKED_HANDLERS3d needed foApache::DBI
Now, build, test and install thetpd_perl
% make && make test && make install

Note: apache puts a stripped versiorhtipbd at /usr/local/sbin/httpd_perl/httpd . The
original version which includedebuging symbols (if you need to rundebuger on this executable) is
located afustr/src/httpd_perl/apache_x.x.x/src/httpd

Note: You may have noticed that we did not niake install in the apache’s sourciéredory. When
USE_APACIis enabledAPACHE_PREFIXwill specify the--prefix option for apache’sonfig -
ure utility, specfying the instalation path for apache. When this option is used, mod_pearbke

install will also make install on the apache side, installing the httpd binary, support tools, al
with theconfiguration, log anddocumenttrees.

If make test fails, look intot/logs and see what is in there.

While doing perl Makefile .PL ... mod_perl might complain by warning you about missin

libgdbm . Users reported that it &tually crucial, and you must have it in orderstaccesiilly complete
the mod_perbuilding process.

Now rename théttpd to httpd_perl

% mv /usr/local/sbin/httpd_perl/httpd \
lusr/local/sbin/httpd_perl/httpd_perl

Update the apachectl utility to point to renamed httpd name:

% perl -p -i -e 's|httpd_perl/httpd|httpd_perl/httpd_perl|’ \
Jusr/local/sbin/httpd_perl/apachectl

bNng
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5.3.2 Configuration of theservers

Now when we have completed thailding process, the last stage before running the serverscasfior
urethem.

5.3.2.1 Basichttpd_docs Server'sConfiguration

Configuring of httpd_docs  server is a very easy task. Open

{usr/local/etc/httpd_docs/httpd.conf into your favorite editofstartng from version 1.3.4
of Apache - there is only one file to edit). Aodnfigureit as you always do. Make sure yoonfigure the
log files and other patreccordng to thediredory layout we decided to use.

Start the server with:

lusr/local/sbin/httpd_docs/apachectl start

5.3.2.2 Basichttpd_perl Server’s Configuration

Here we will make a basicconfiguration of the httpd_perl server. We edit the
{usr/local/etc/httpd_perl/httpd.conf file. As with httpd_docs  serverconfiguration,
make sure thaError Log and other file’docdion diredives are set to point to the right placescord
ing to the chosediredory layout.

The first thing to do is to setRort diredive - it should bedifferent from 80 since we cannot bind 2
servers to use the same port number on the same machine. Here we 80B@s&omedevebpersuse

port 81, but you can bind to it, only if you have ropg¢rmisions If you are running on multiuser
machine, there is a chance someone already uses that port, or will start using it in the future - which
undestandmight cause aollision If you are the only user on your machibascally you can pick any
not used port number. Port numimdroosng is acontroversial topic, since manyrganizations usefire-

walls, which may block some of the ports, or enable only a known ones. Froexpayencethe most
used port numbers ar80, 81, 8000 and8080 . Persoally, | prefer the porB080. Of course with 2
server scenario you can hide thenstadard port number fronfirewalls and users, by either using the
mod_proxy’sProx yPass or proxy server like squid.

Now we proceed to mod_perl specifizedives A good idea will be to add them all at the end of th
httpd.conf  , since you are going to fiddle a lot with them atlikgiming.

First, you need to specify thecaion where all mod_perl scripts will be located.

Add thefollowing configuration diredive:

# mod_perl scripts will be called from
Alias /perl/ /usr/local/myproject/perl/

From now on, all requesstaring with /perl  will be executed undemod_perl and will be mapped to
the files in/usr/local/mypro ject [perl/

h
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Now we shoulcconfigurethe/perl  location.
PerIModule Apache::Registry

<Location /perl>
#AllowOverride None
SetHandler perl-script
PerlHandler Apache::Registry
Options ExecCGl
allow from all
PerlSendHeader On

</Location>

This configuration causes all scripts that are called witfparl path prefix to be executed under th

Apache::Registry module and as a CGI (so tkeecCGl, if you omit this option the script will be
printed to the user's browser as a plain text or wtissbly trigger a ’'Save-As window).
Apache::Registry module lets you run almostinatered CGl/perl scripts undemod_perl .

PerIMod ule diredive is anequivaent of perl's require() . We load theApache::Registry
module before we use it in tikerl Handler in theLocation configuration.

PerlSend Header Ontells the server to send an HTTP header to the browser on everyirsaozt
tion. You will want to turn this off for nph (non-parsed-headers) scripts.

Now start the server with:

lusr/local/sbin/httpd_perl/apachectl start

5.4 Running 2 webservers and squid in httpdaccekrator
mode

While | have detailed the mod_perl sennestalation, you are on your own with installing the squig
server. | run linux, so | dowrloaded the rpm package, installed itconfigured the

/etc/squid/squid.conf , fired off the server and was all s8ascally once you have the squid
installed, you just need to modify the defasduid.conf  the way | will explain below, then you are
ready to run it.

First, let's undestand what do we have in hands and what do we want from squid. We havg
httpd_docs  andhttpd_perl serverdistening on ports 81 and 808&ccordngly (we have to move
the httpd_docs server to port 81, since port 80 will be taken over by squid). Both reside on the
machine as squid. We want squid to listen on port 80, forward a single static object request to tk
httpd_docs server listens to, and dynamic request to httpd_perl's port. Both servers return the dat
proxy server (unless it is already cached in the squid), so user never sees the other ports and nevg
that there might be more then one server running. Proxy server makes all the magic lhetngzheent
to user. Do not confuse it withod_rewrite, where a servaedirectsthe requestomevhereaccordng to
the rules and forgets about it. The describetttionality is being known a#ttpd accel er ator
mode in proxy dialect.
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You shouldundestandthat squid can be used as a straight forward proxy sgemeplly used atompa
niesand ISPs to cut down tlecoming traffic by caching the most popular requests. However we wan
run it in the httpd accel er ator mode. Two diredives httpd_accel_host and
httpd_accel_port enable this mode. We will see more details in a few seconds. If you are curr
using the squid in the regular proxy mode, you can exteffahicionality by running both modesoncur
rently. To acconplish this, you extend thexigent squid configuration with httpd  accel er ator
mode's relateddiredivesor you just create one from scratch.

As stated before, squid listens now to the port 80, we have to move the httpd_docs server to lig
example to the port 81 (your mileage may vary :). So you have to modify the httpd.conf in the httpd
configuration diredory and restart the httpd_docs server (But not before we get the squid running i
are working on th@rodudion server). And as yoremenber httpd_perl listens to port 8080.

Let's go through the changes we should make to the detaufiguration file. Since this file
(/etc/squid/squid.conf ) is huge (about 60k+) and we would not use 95% of itsoggeson is
to write a new onéncluding only themodyified diredives

We want to enable thedirect feature, to be able to serve requests, by more then one server (in out
we have httpd_docs and httpd_perl) servers. So we splettpd accel_host as virtual. This
assumes that your server masltiple interfaces- Squid will bind to all of them.

httpd_accel_host virtual

Then we define the default port - by default, if redirected httpd_docs will serve the pages. We assun
that most requests will be of the static nature. We have our httpdisteasig on port 81.

httpd_accel_port 81

And as described before, squid listens to port 80.

http_port 80

We do not use icp (icp used for cache sharing betwemibor machines), which is momelevantin the
proxy mode.

icp_port 0

hier ar chy _stoplist defines a list of words which, if found in a URL, causes the object to
handled directly by this cache. In other words, use this to not gqeégibor caches for certain objects.
Note that | haveonfiguredthe/cgi-bin and/perl aliases for my dynamidocuments if you named
them in adifferentway, make sure to use the correct aliases here.

hierarchy_stoplist /cgi-bin /perl
Now we tell squid not to cache dynamic pages.

acl QUERY urlpath_regex /cgi-bin /perl
no_cache deny QUERY
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Please note that the last tdmedives arecontroversial ones. If you want your scripts to be maemmply-
ing with the HTTPstardards the headers of your scripts should carry @eching Direc tives
accordng to the HTTP specs. You will find a completgorial about this topic iTuto rial on HTTP
Headers for mod_perl users by Andreas J. Koenig (gitttp://perl.apache.ofy If you set the
headers correctly there is no need to tell squickérator to NOT try to cachesomehing. The headers |
am talking about areast-Modi fied andExpires . What are they good for? Squid would not bother
your mod_perl server a second time if a request is (a) cachable and (b) still in the cache. Many mod_perl
applications will produceidertical results oridentical requests at least if not much time goes by between

the requests. So your squid might have a hit ratio of 50%, which means that mod_perl servers will have as
twice as less work to do than before. This is qmagsble by setting the headers correctly.

Even if you insert user-ID and date in your page, caching can save resources when yoexpéttiba
time to 1 second. A user might double click where a single click would do, thus sending two requésts in
paralel, squid could serve the second request.

But if you are lazy, or just have too many things to deal with, you can leave theditaairees the way |
described. But keep in mind that one day you will want to reread this snippet and the Altioealsand
squeeze even more power from your servers withtugtsing money foraddiional memory and better
hardvare

While testing you might want to enable thiebuging options and watch the log files in
/var/log/squid/ . But turn it off in yourprodudion server. | list it commented out. (28 == access
control routes).

# debug_options ALL, 1, 28, 9

We need to provide a way for squid to dispatch the requests to the correct servers, static object fequests
should beredirectedto httpd_docs (unless they are already cached), while dynamic should go tp the

httpd_perl server. Theonfiguration below tells squid to fire off 1@edirectdaemons at thepedfied path
of theredirect daemon and disableswriting of anyHost: headers imedirectedrequests (as suggested
by squid’sdocumertation). Therediredion daemon script is enlisted below.

redirect_program /ustr/lib/squid/redirect.pl
redirect_children 10
redirect_rewrites_host_header off

Maximum allowed request size kilobytes This one is pretty obvious. If you are using POST to upload
files, then set this to the largest file’s size plus a few extra kbytes.

request_size 1000 KB

Then we have accepsrmisions which | will not explain. But you might want to read thecumertation
so to avoid angecuity flaws.

acl all src 0.0.0.0/0.0.0.0

acl manager proto cache_object

acl localhost src 127.0.0.1/255.255.255.255
acl myserver src 127.0.0.1/255.255.255.255
acl SSL_ports port 443 563

acl Safe_ports port 80 81 8080 81 443 563
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acl CONNECT method CONNECT

http_access allow manager localhost
http_access allow manager myserver
http_access deny manager

http_access deny !Safe_ports
http_access deny CONNECT !SSL_ports
# http_access allow all

Since squid should be run as non-root user, you need these if yinuakiag the squid as root.

cache_effective_user squid
cache_effective_group squid

Now configure a memory size to be used for caching. A salgsidumertation warns that the actual size of
squid can grow three times larger than the value you are going to set.

cache_mem 20 MB

Keep pools ofallocated(but unused) memorgvailable for future use. Read more about it in the squ
documents

memory_pools on

Now tight the runtimepermisions of the cache manager CGI scriftachemgr.cgi ,that comes
bundled with squid) on yoyrodudion server.

cachemgr_passwd disable shutdown
#cachemgr_passwd none all

Now the rediredion daemon script (you should put it at theeaion you havespedfied by redi -
rect _program parangterin the config file above, and make it executable by webserver of course):

#!/usr/local/bin/perl
$I=1;

while (<>) {
# redirect to mod_perl server (httpd_perl)
print($_), next if s|(:81)?/perl/|:8080/perl/|o;

# send it unchanged to plain apache server (http_docs)
print;
}

In my scenario the proxy and the apache servers are running on the same machine, that's suiystijus
tute the port. In the presented squidnfiguration, requests that passed through squid are converteq
point to thelocalhost (which is127.0.0.1 ). The aboveediredor can be more complex of course, by
you know the perl, right?

A few notesregardng rediredor script:

1 to

—*
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You must disabléuffering. $|=1; does the job. If you do not disalbeffering, the STDOUTwill be
flushed only when the buffer becomes full and its default size is aboutch@@ters So if you have an
average URL of 70 chars, only after 59 (4096/70) requests the buffer will be flushed, and the reque
finally achieve the server in target. Your users will just wait till it will be filled up.

If you think that it is a veryneffective way toredirect I'll try to prove you theoppasite Therediredor
runs as a daemon, it fires upridirect daemons, so there is no problem with petérpreterloading,
exactly like mod_perl -- perl is loaded all the time and the code was already compilediresd is very
fast (not slower ifediredor was written in C or alike). Squid keeps an open pipe to realifect daemon,
thus there is even mavetheadof theexpersive system calls.

Now it is time to restart the server, at linux | do it with:

/etc/rc.d/init.d/squid restart

Now the setup is complete ...

s5ts will

Almost... When you try the new setup, you will be surprised and upset to discover a port 81 showing up in

the URLs of the static objects (like htmls). Hey, we did not want the user to see the port 81 and
instead of 80, since then it will bypass the squid server and the hard work we went through was
waste of time?

The soluion is to run both squid and httpd_docs at the same port. This carcbeplishedby binding
each one to a specificterface Modify thehttpd.conf in thehttpd_docs  configuration direcory:

Port 80
BindAddress 127.0.0.1
Listen 127.0.0.1:80

Modify the squid.conf

http_port 80

tcp_incoming_address 123.123.123.3
tcp_outgoing_address 127.0.0.1
httpd_accel_host 127.0.0.1
httpd_accel_port 80

Where 123.123.123.3 should be replaced with IP of your main server. Now restart squid
httpd_docs in either order you want, and voila the port number has gone.

You must also have in tHetc/hosts an entry (most chances that it's already there):

127.0.0.1 localhost.localdomain localhost

Now if your scripts wergeneatng HTML including fully qualfied self references using the 8080 or
other port -- you should fix them ggeneatelinks to point to port 80 (which means not using the port
all). If you do not, users will bypass squid, like if it was not there at all, by making direct requests {
mod_perl server’s port.

use it
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—

The onlyquesion left is what to do with users whmmokmarkedyour services and they still have the po
8080 inside the URL. Do not worry about it. The miogportantthing is for your scripts to return a full
URLs, so if the user comes from the link with 8080 port inside, let it be. Just make sure that all the
consedative calls to your server will beewritten correctly. During a period of time users will change thejir
bookmarks What can be done is to send them an email if you have one, or to leave a note on your pages
asking users to update théibokmarks You could avoid this problem if you did not publish this non-80
port in first place.

To save you some keystrokes, here is the wimaléified squid.conf

http_port 80

tcp_incoming_address 123.123.123.3
tcp_outgoing_address 127.0.0.1
httpd_accel_host 127.0.0.1
httpd_accel_port 80

icp_port O

hierarchy_stoplist /cgi-bin /perl
acl QUERY urlpath_regex /cgi-bin /perl
no_cache deny QUERY

# debug_options ALL,1 28,9

redirect_program /ustr/lib/squid/redirect.pl
redirect_children 10
redirect_rewrites_host_header off

request_size 1000 KB

acl all src 0.0.0.0/0.0.0.0

acl manager proto cache_object

acl localhost src 127.0.0.1/255.255.255.255
acl myserver src 127.0.0.1/255.255.255.255
acl SSL_ports port 443 563

acl Safe_ports port 80 81 8080 81 443 563
acl CONNECT method CONNECT

http_access allow manager localhost
http_access allow manager myserver
http_access deny manager

http_access deny !Safe_ports
http_access deny CONNECT !SSL_ports
# http_access allow all

cache_effective_user squid
cache_effective_group squid

cache_mem 20 MB
memory_pools on

cachemgr_passwd disable shutdown

70 22 Jan 2000



mod_perl tutorial: Real World Scenarios Implementation 5.5 Running 1 webserver and squid in httpd accelerator mode

Note that alldiredivesshould start at theegiming of the line.

5.5 Running 1 webserver and squid in httpdaccekrator
mode

When | was first told about squid, | thought: “Hey, Now | can drophtityed_docs  server and to have
only squid andttpd_perl servers". Since all my static objects will be cached by squid, | do not n
the lighthttpd_docs  server. But it was a wroregsumgon. Why? Because you still have tbeehead

of loading the objects into squid at first time, and if your site has many of them -- not all of them w
cached (unless you have devoted a huge chunk of memory to squid) and my heavy mod_perl sery
still have amvemheadof serving the static objects. How one would measurevbteac® Thedifference

between the two servers is memagnsumgpion, evenhing else (e.g. 1/0) should be equal. So you ha

ced

ill be
ers will

e

to estimate the time needed for first timietching of each static object at a peak period and thus the

number ofaddtional servers you need for serving the static objects. This will allow yoaltolate add
tional memoryrequiraments | can imagine, this amount could fignificantin someinstalations.

So | have decided to have even mateminstration oveheadand to stick with squid, httpd_docs anq
httpd_perl scenario, where | captimize and fine tuneeverything. Of course this can be not your case.
you are feeling that the scenario from firevious section is toaomplicatedfor you, make it simpler.
Have only one server with mod_perl built in and let the squid to do most of the job that plain light a
used to do. As | have explained in {hrevious paragraph you should pick this lighter setup only if you
can make squid cache most of your static objects. If it cannot, your mod_perl server will do the wa
do not want it to.

If you are still with me, install apache with mod_perl and squid. Then use a sionifaguration from the
previous section, but now httpd_docs is not there anymore. Also we do not neestitleelor anymore
and we specifihttpd_accel_host as a name of the server and wotual . There is no need to
bind two servers on the same port, because we deedibéct and there is neithéBind nor Listen
diredivesin thehttpd.conf anymore.

Themodified configuration (see thexplanaionsin theprevioussection):

httpd_accel_host put.your.hostname.here
httpd_accel_port 8080

http_port 80

icp_port 0

hierarchy_stoplist /cgi-bin /perl

acl QUERY urlpath_regex /cgi-bin /perl
no_cache deny QUERY

# debug_options ALL, 1, 28, 9

# redirect_program /usr/lib/squid/redirect.pl
# redirect_children 10

# redirect_rewrites_host_header off

request_size 1000 KB

bache
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acl all src 0.0.0.0/0.0.0.0

acl manager proto cache_object

acl localhost src 127.0.0.1/255.255.255.255
acl myserver src 127.0.0.1/255.255.255.255
acl SSL_ports port 443 563

acl Safe_ports port 80 81 8080 81 443 563
acl CONNECT method CONNECT

http_access allow manager localhost
http_access allow manager myserver
http_access deny manager

http_access deny !Safe_ports
http_access deny CONNECT !SSL_ports
# http_access allow all

cache_effective_user squid
cache_effective_group squid

cache_mem 20 MB
memory_pools on

cachemgr_passwd disable shutdown

5.6 Building and Usingmod_ proxy
To build it into apache just adeenable-module=proxyduring the apacheonfigure stage.
Now we will talk about apache’s mod_proxy amtlestandhow it works.

The server on port 80 answers http requests directly and proxies the mod_perl enabled serve
following way:

ProxyPass /modperl/ http://localhost:81/modperl/
ProxyPassReverse /modperl/ h

tp:/localhost:81/modperl/

PPRis the saving grace here, that makes apache a win over Squid. It rewriedirthet on its way back
to theoriginal URI.

You can control théuffering feature withProx yReceive Buffer Size diredive:

ProxyReceiveBufferSize 16384

The above setting will set a buffer size to be of 16Kb. If it is nog¢xgelictly or set to O, then the default
buffer size is used. It may not be smaller than 512 and it should be a number thatuliiplécative of
512.

Both the default and the maximysossble value are depend on OS. For example on linux OS with ker
2.2.5 the maximum and default values are either 32k or 64k (hint: grep the kernel sourcg
SK_RMEM_MAvariablg. If you set the value bigger than limit, the default one will be used.

in the

nel
ps for
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Under FreeBSD it'possble to configure kernel to have bigger socket buffers:

% sysctl -w kern.ipc.maxsockbuf=2621440

When you tell the kernel to use bigger sockets you can set bigger valllrsipReeivaBufferSize i.e.
1048576 (1Mb) and bigger.

Sobascally to get anmmediate release of the mod_perl server from stahaiing, Prox yReceive -
Buffer Size should be set to a value greater than the biggeseated respond produced by any
mod_perl script but not bigger than the limit. But even if not all the requests’ output will be small en
or the buffer big enough to absorb it all, you've got an improve since the procesggEmntdriedsmaller
responds will be immideately released.

As the name states, imiffering feature applies only tdownstream data (coming from the origin server
to the proxy) and not upstream (ileuffering the data being uploaded from the client browser to t
proxy, thus freeing the httpd_perl origin server from being tied up during a large POST such as
upload).

Apache does caching as well. Ifslevant to mod_perl only if you produce proper headers, so yg
scripts’ output can be cached. See apaduwemertation for more details ogonfiguration of this capdil-

ity.

Ask Bjoern Hansen has written mod_proxy_ add_forward module for apache, that sets th
X-Forwarded-For  field when doing a@rox yPass, similar to what squid can do. (Itscdion is
specfied in the help section)Bascally, that module adds an extra HTTP headeprtixying requests.
You can access that header in the mod_perl-enabled server, and set the IP of the remote server. Y
need to compile anything into the back-end server, if you are Apache::{Registry,PerlRun}

just putsomehing like thefollowing into start-up.pl

sub My::ProxyRemoteAddr ($) {
my $r = shift;

# we’ll only look at the X-Forwarded-For header if the requests
# comes from our proxy at localhost
return OK unless ($r->connection->remote_ip eq "127.0.0.1");

# Select last value in the chain -- original client’s ip
if (my ($ip) = $r->headers_in->{"X-Forwarded-For’} =~ /([*\s]+)$/) {
$r->connection->remote_ip($ip);

}

return OK;
}

And in httpd.conf

PerlPostReadRequestHandler My::ProxyRemoteAddr

Different sites havalifferent needs. If you're using the header to set the IP address, apache believe
dealing with (in the logging and stuff), you really don’'t want anyone but your own system to se
header. That's why the aboveecommendedcode” checks where the request is really coming fror

ough
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beforechangng theremote_ip

Geneally you shouldn't trust theX-Forwarded-For header. You only want to rely on
X-Forwarded-For headers from proxies you contrpburself. If you know how to spoof a cookie
you've probably got the general idea on making HTTP headers and can spa$fRbevarded-For
header as well. The only address *you* can count on as beirgiable value is the one from
r->connec tion ->remote_ip

From that point on, the remote IP address is correct. You should be able toREMOSIE_ADDRS
usual.

It was reported that Ben Laurie’s Apache-SSL does not seem to put the IPXifrdinearded-For
header (it does not set up such a header at all). Howev&EMEOTE _ADDEiIRsets up and contains the
IP of theoriginal client machine.

You could do the same thing with othenvironment variables (though | think several of them are
preserved, you will want to run some tests to see which ones).

;0)
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6.1 What we will learn in this chapter Stas Bekman

6.1 What we will learn in this chapter

® |SPsproviding mod_perl services - a fantasyreality

6.2 ISPsproviding mod_perl services - a fantasy oreality.

You have fallen in love with mod_perl from the first sight, since the moment you have installed it at
home box. But when you wanted to convert your CGI scripts, currently running on your favorite

your
ISPs

machine, to run under mod_perl - you haigcowered your ISPs either have never heard of such a beast,

or refuse to install it for you.

You are an old sailor in the ISRIshess you have seen it all, you know how many ISPs are out there
you know that the sales margins are too low to keep you happy. You are looking for some new
almost no one provides, to attract more clients to become your usensdhdly to have a bigger slice
than aneighbor ISP.

If you are a user asking for a mod_perl service or arct®Bicring to provide this service, this sectior
should make things clear for both of you.

An ISP has 3 choices to choose from:

1. ISP cannot afford having a user, running scripts under mod_perl, on the main server, since it \
very soon for one of the many reasons: either slgppgranming, or user testing just updated scrip)
which probably has some syntax errors and etc, no need to explain why if ydiarailear with
mod_perlpecdiarities The only scripts thaCAN BE ALLOWED to use, are the ones that wer
written by ISP and are not beingodified by user (guest bookspurtersand etc - the sanstardard
scripts ISProviding since they were born). So you have to N&yfor this choice.

More things to think about are fifeermisions(any user who is allowed to write and run CGI scrip
can at least read if not write any other files that hasrmisionsof the web server. This has nothing
to do with mod_perl, and there aseluions for that SUEXEC and cgiwrap for example) and
Apache::DBI  connetions (You can pick aconnetion from the pool of cachedonnentions
opened by someone else by hackingApache::DBI  code).

2. But, hey why | cannot let my user to run his own server, so | clean my hands off and do not caf
dirty and sloppy user’s code (@ssunng that user is running the server by his avgename.

This option is fine as long as you are concerned about your new sgsjaimanents If you have
even some very limitedxpaiencewith mod_perl, you know that mod_perl enabled apache ser\
while freeing up your CPU and lets you run scripts much much faster, has a huge memory de
(5-20 times the plain apache uses). The size depends on the codeslepgthessof the program
mer, possble memory leaks the code might have and all thattiplied by the number othildren
each server spawns. A very simple example : a sderaanthg 10Mb of memory which spawns 10
children already rises your memomgquireanents by 100Mb (the realequirenent are actually
smaller if your OS allows code sharing between processes @mdjr@mmer exploits these features
in her code). Nownultiply the received number by the number of users you intend to have and
will get the memoryequiranents Since ISPs never say no, you better usepptsite approach -

and
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think of a largest memory size you can afford then divide it by one usepsrenentsas | have
shown in example, and you will know how much mod_perl users you can afford :)

But who am | tgprognodicatehow much memory your user may use. Higuiranentfrom a single
server can be very modest, but do you know how many of servers he will run (after all she hasjall the
control over httpd.conf - and it has to be that way, since this isessgftial for the user running
mod_perl)?

All this rumbling about memory leads to a singlgesion: Can you restrict user from using more
than X memory? Or anotheariation of the quegion: Assuning you have as much memory as you
want, can you charge user for the average memory usage?

If the answer for either of the abogeesion is postive, you are all set and your clients will prize
your name for letting them run mod_perl! There are tools to restrict resources’ usage (See for
example man pages falimit(3) ,getr limit (2) ,setr limit (2) andsysconf(3) ).

If you have picked this choice, you have to provide your client:

e Shutdown/startup scripts installed together with the rest of your daemon startup scripts| (e.g
/etc/rc.d diredory) scripts, so when you reboot your machine user’s server will be correctly
shutlownedand will be back online the moment your system comes back online. Also make
sure to start each server undesenamethe server belongs to, if you are not looking for a b|g
trouble.

® Proxy (in a forward or httpdccekrator mode) services for user’s virtual host. Since user wjill
have to run her server amprivilegedport (>1024), you will have to forward all requests fror

=)

user.given.virtual.host name:80 (which isuser.given.virtual.host name
without port - 80 is a default) tgour.machine.ip:port_assigned_to_user and
user to code his scripts to write selfrefeendng URLs to be of
user.given.virtual.host name base of course.

Letting user to run a mod_perl servenmediately adds arequiranent for user to be able to
restart ancconfigure their own server. But only root can bind port 80. That is why user has to
use ports numbers >1024.

® Another problem you will have to solve is how to assign ports between users. Since user can
pick any port above 1024 to run his server on, you will have to make reguation here. A
simple example will stress thmmportanceof this problem: | am analicioususer or | just a rival
of some fellow who runs his own server on your ISP. All | should do is to find out what port his
server idistening to (e.g. with help ohetstat(8) ) andconfigure my own server to listen on
the same port. While | am unable to bind to this same port, imagine what will happen whep you
reboot your system and my startup script happen to be run before my rivals! | get the port first,
now all requests will beedirectedto my server and let youmagnation go wild about what
nasty things might happen then. Of course the ugly things will be revealed pretty soon, but the
damage has been done.
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3. A much better, but costlsoluion is co-locdion. Let user to hook her (or ISP’s) stand alone machi
into your network, and forget about this user. Of course either user or you will have to make 3
systemadmiristration chores and it will cost your client more money.

All in all, who are the people who seek the mod_perl support? The ones who run se

projects/busiesseswho can afford a stand alone box, thus gaining their goal oastlfomy and
keeping their ISP happy. So money is nobbhstale.

;0)
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7.1 What we will learn in this chapter Stas Bekman

7.1 What we will learn in this chapter

7.2 Getting help

If after reading this guide and othdocumentslisted in this section, you feel that yoguesion is not yet
answered, please ask the apache/mod_perl mailing list to help you. But first try to browse the maili
archive. Most of the time you will find the answer for yauresion by searcing the mailing archive,
since there is a big chance someone else has akeadynteredthe same problem and foundaiuion
for it. If you ignore this advice, do not be surprised if yquesion will be left unarswered- it bores
people to answer the sameedion more than once. It does not mean that you should avoid apkeyy
tions Just do not abuse tlvailable help andRTFM before you call foHELP. (You have certainly
heard thenfamousfable of theshefherdboy and the wolves)

7.3 Get help with mod_perl

e mod_perl Garden project

e mod_perl Books

Gettinghelp

Get help withmod_perl
Get help withPerl

Get help withPerl/CGI
Get help withApache
Get help withDBI

Get help withSquid

mod_perl home

[http://perl.apache.org

|http://modperl.souraamenord

O ’Apache Modules’ Book

[http://www.modperl.coiis the home site of The Apache Modules Book, a book atreatng
Web server modules using the Apache API, written by Lincoln Stein and dac§aclern

Now you can purchase the book at your |deabkstoreor from the online dealer. O'Reilly lists
this book as:

ng list
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Writing Apache Modules with Perl and C
By Lincoln Stein & Doug MacEachern
1st Edition March 1999

1-56592-567-X, Order Number: 567X
746 pages, $34.95

O ’Enabling web services with mod_perlBook

[http:/lwww.modpetbook conyis the home site of the new mod_perl book, that Eric Cholet and
Stas Bekman aren-authoing together. We expect the book to be published in fall 2000.

Ideas,suggetons and comments are welcome. You may send themfa@ modperbookcom

e mod_perl Guide

by Stas Bekman itttp://perl.apache.org/guide

e mod_perl FAQ

by Frank Cringle dhttp://perl.apache.org/fdq/

® mod_perl performancetuning guide

by Vivek Khera afhttp://perl.apache.org/tuning/

e mod_perl plugin referenceguide

by DougMacEaclern atjhttp://perl.apache.org/src/mod_perl.Html

® Quick guide for moving from CGI to mod_perl

atlhttp://perl.apache.org/dist/cgi to mod perl.ptml

® mod_perl_traps,common traps andsolutions for mod_perl users

atlhttp://perl.apache.org/dist/mod perl traps.html

e mod_perl Quick ReferenceCard

[http://lwww.refcards.copfApache and other refcards aneailablefrom this link)

e mod_perl ResourcesPage

|http://www.perteferencecom/mod perj/

® mod_perl mailing list

The Apache/Perl mailing ligmodperl@apache.oygs available for mod_perl users anddevebp-
ers to share ideas, solvgroblems and discuss things related to mod_perl and the Apache::*
modules. To subscribe to this list, send mailn@mjodoma@apache.orgvith emptySubject and
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with Body':

subscribe modperl

A searchable mod_perl mailing list archive available at |http://forum.swarth
[moreedu/epigone/modpérWe owe it to Ken Williams.

More archivesvailable

o |http://www.geocrawler.com/lists/3/web/182/0/

O |nttp://www.bitmeshaniccom/mail-archives/modpdrl/

O |http://www.mail-archive.com/modperl%40apache Jorg/

O |nttp://www.davin.ottawa.on.ca/archive/modgderl/

O |http://www.progresive-comp.com/Lists/?l=apache-modperl&r=1&w=2#apache-mofperl

O |http://www.egroups.com/group/modpegrl/

7.4 Get help with Perl

® The Perl FAQ

|http://www.perl.com/CPAN/doc/FAQsS/FAQ/PerlFAQ.himl

® The Perl home

|http://www.perl.cond/

® The Perl Journal

[http://www.tpj.comy/

® Perl Module Mechanics

[http://world.std.com/~swmcd/steven/perl/module measdnml| - This page describes theechan
ics of creatng, compiling, releaing andmairntaining Perl modules.

7.5 Get help with Perl/CGl

® Perl/CGI FAQ

atlhttp://www.perl.com/CPAN/doc/FAQs/cqgi/perl-cgi-fag.himl

82 22 Jan 2000



http://www.perl.com/CPAN/doc/FAQs/cgi/perl-cgi-faq.html
http://world.std.com/~swmcd/steven/perl/module_mechanics.html
http://www.tpj.com/
http://www.perl.com/
http://www.perl.com/CPAN/doc/FAQs/FAQ/PerlFAQ.html
http://www.egroups.com/group/modperl/
http://www.progressive-comp.com/Lists/?l=apache-modperl&r=1&w=2#apache-modperl
http://www.davin.ottawa.on.ca/archive/modperl/
http://www.mail-archive.com/modperl%40apache.org/
http://www.bitmechanic.com/mail-archives/modperl/
http://www.geocrawler.com/lists/3/web/182/0/
http://forum.swarthmore.edu/epigone/modperl
http://forum.swarthmore.edu/epigone/modperl

mod_perl tutorial: Getting Help and Further Learning

7.6 Get help with Apache

® Answersto somebothering Perl and Perl/CGI quedions

|http://www.singlesheaven.com/stas/TULARC/webtadmyfag.htm]

e |diot's Guide to CGI programming

[http://www.perl.com/CPAN/doc/FAQs/cgi/idiots-guide.html

e WWW Secuity FAQ

|http://www.w3.0org/Sectty/Fag/www-sectity -fag.htm|

® CGl/Perl Taint Mode FAQ

[http://www.gunther.web66.com/FAQS/tambdehtml (by Gunther Birznieks)

7.6 Get help with Apache

® ApacheProject's Home

[http://www.apache.ofg

e Apache Quick ReferenceCard

[http://lwww.refcards.copfApache and other refcards aneailablefrom this link)

® The ApacheFAQ

|http://www.apache.org/docs/misc/FAQ.html

® Apache Server Documentation

[http://www.apache.org/dogs/

e ApacheHandlers

|http://www.apache.org/docs/handler.Html

® mod_rewrite Guide

|http://www.engelschall.com/pw/apache/rewriteguide/

7.7 Get help with DBI

® Perl DBI exanples
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7.8 Get help with Squid - Internet Object Cache Stas Bekman

[http://www.saturn5.com/~jwb/dbi-exateshtml (by Jeffrey William Baker).

e DBl Homepage

|http://www.symbostoneorg/tecmology/perl/DBIj

e DBI mailing list infor mation

[http://www.fugue.com/dHi/

e DBI mailing list archives

[http://outside.organic.com/mail-archives/dbi-ugtgs://www .xray.mpe.mpg.de/mailing-lists/dbi/

® Persident connedions with mod_perl

|http://perl.apache.org/src/mod perl.htmI#PERENT DATABASE CONNECOIONY

7.8 Get help with Squid - Inter net Object Cache

Home page |http://squid.nlanr.ngt/

FAQ -|nttp://squid.nlanr.net/Squid/FAQ/FAQ.himl

Users Guide http://squid.nlanr.net/Squid/Users-Gujde/

Mailing lists -|http://squid.nlanr.net/Squid/mailing-lists.hfml
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